Asaresult of the rapidly increasing incidents of security breaches and malicious attacks, and the
heightened concern for cyber terrorism, there is an increasing need for governments,
organizations, enterprises, and individuals to employ enhanced security measures and security
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devicesto protect their computer systems and information assets.

This tutorial begins with an introduction to the basic concepts and issues of information
assurance. An assortment of important current topics will be discussed next, including
vulnerability analysis, computer attacks (with in-depth coverage of denia of service attacks),
intrusion detection, and software security assurance. Current research in selected areas will also
be presented to give the audience an understanding of the technical challenges involved and the

techniques being explored in information security.

The tutorial is presented at introductory level and intended for conference attendees of general

interest in information security. A brief outline of the topicsfollows.

Introduction to Infor mation Assurance
0 Basic Concepts
0 Security Policy
o |A Technology

Vulnerability Analysis
0 System and Protocol Vulnerabilities
0 Vulnerability Scanner

Attack Analysis
0 Attack Taxonomy
0 Attack Manifestation
0 Protection, Detection, and Response

Example: Denial of Service Attacks
o Different Types of DoS Attacks
0 DoS Attacks Associated with Wireless Networks
0 DoS Response and Mitigation

Intrusion Detection Systems
0 Issuesand Techniquesof IDSs
o Limitations of Current IDSs
0 Current Research Directions

Softwar e Security
0 Issues of Software Security
0 Software Security Testing
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