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Abstract Data outsourcing is today an emerging paradigmoal is to ensure security properties even in ttesence of

with many benefits in terms of reduction of costslability
and better service. For the widespread adoptionthef

untrusted publisherdn particular, in this paper, we focus on
two crucial security requirementsconfidentiality and

paradigm, it is important that both the data owrserd users completenessAuthenticity is also an important requirement;
have strong security guarantees with respect tca dat has however been addressed by previous worarjd]thus
management. In this paper, we present a compreleensive do not address it in this paper. When dealinth wi
framework for the secure outsourcing of XML datg;, boutsourced data, we need to address two different
mainly focusing on confidentiality and completenessonfidentiality requirements. The first, which wefar to as
requirements. In the paper, besides presentin¢getiimiques confidentiality wrt usersdeals with protecting owner’s data
and related data structures underlying our framkware against unauthorized accesses by users. The seabith
illustrate the prototype system we have developed awe refer to asconfidentiality wrt publishersdeals with
discuss storage and communication overheads impliemir  protecting the owner's data from accesses by s By

solution. completenessve mean that the user receiving a portion of
data is able to verify whether he/she has recealédhe
Keywords  Data  outsourcing, XML, completeness,information he/she is allowed to see accordinghto dwner

confidentiality, encryption

1.

Data outsourcing represents today an emerging jggnaftr
a variety of data intensive applications, from gz@mputing

Introduction

to Web services and P2P systems. Relevant applicati

domains include large-scale federated Digital Liles e-
commerce catalogs, e-learning, collaborative appbaos,
and content distribution networks. The main ideadafa
outsourcing is that thedata owneris not any longer
responsible for data management; rather it outssuits data
(or portions of them) to one of mopaiblishersthat provide
specialized data management services and querggsiog
functions. Such an approach is scalable, resultbighly
efficient query executions, and reduces the manageowosts
of the owner.

Clearly, the widespread adoption of data outsogrdim
strictly related to the security concerns that baglers and
owners may have when data are managed by a publistre
instance, how can the owner be sure that publisthersot
send data to users that are not authorized aceptdirthe
access control policies in place at the owner sit
Additionally, also users may have serious securitycerns.
A user receiving an answer by a publisher wantsetsure
that the publisher has not maliciously modified tlega (for
instance, by inserting fake records), or that & delivered to
the user all the data the user is allowed to seerding to
the owner's policies. Obviously, requiring publishéo be
trusted wrt security is not always an appropriatiit®on in
that it is not easy to verify large Web-based systend
moreover these systems can be easily penetrates, dhr

access control policies.

In this paper, we present a framework for securiaga
outsourcing that is able to meet the above-menticeeurity
requirements. We focus on daexpressed in XML [21];
however our approach can be easily extended ta tthes
of data models. Our solution relies on the useebdéctive
encryption and non-conventional digital signat@ehhiques.
The methods we have devised protect confidentiblity at
the document and at the schema level. The framevedids
on a set of additional information sent by the owteeboth
users and publishers to make possible the enfortenfe
security properties. To this purpose, we have @evis suite
of XML data structures able to convey all the neede
information. In the paper, besides presenting tlaa d
structures we discuss their storage overhead amceffort
required for their updates, when documents, paiceuser
credentials are modified.

Several approaches have been proposed to addeeabdbie
security requirements, some of which are discussed
Section 2. However, to our knowledge no comprelvensi
framework exists able to simultaneously enforce
Qpnfidentiality, authenticity and completeness reguents

§6r XML data.

A preliminary version of this paper appears in [Bjis paper
significantly extends our previous paper by presenthe
prototype implementation of our system and coveissges
related to data structures management (i.e., sorag
complexity and update management), which have eehb
addressed in our previous work [5].

The remainder of this paper is organized as folloesxt
section introduces relevant background. Sectiore8gnts an
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overview of the framework, whereas Section 4 intices the
reference scenario we will use throughout the paection
5 describes the techniques we have devised
confidentiality enforcement. Section 6 presents XML-
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encrypted data and to return an encrypted answibetaser.
Note that the received answer is an approximateltres

fgat it contains all the ids of departments whosmlper of

employees belongs to the range [30, 39). The pexpos

based data structures we have designed to trans@icryption scheme has been the extended [12] bgneitig

information from owners to users and publishersenehs
Section 7 describes how users can formulate quenes
encrypted data and verify the completeness of #salts.
Section 8 describes the prototype implementationowf
system, whereas Section 9 discusses the storagapaiade
management overhead of our solution. Finally, $ecti0
outlines some conclusions.

2. Background

In the last few years, the increasing interestdata
outsourcing has led to the development of efficatrdategies
for ensuring security properties even in the presenf
untrusted publishers. Several approaches havepyeposed
addressing the different security requirementsudised in
the introduction; we refer the interested readef6iofor a
survey of those approaches. In this section, wasfanly on
the strategies that are the building blocks of foamework.
In particular, we introduce the approaches propobgd
Hacigumus et al. and Song et al. for querying gutey data,
and an approach based on the Merkle trees for mtithg
verification.

it with privacy homomorphisms (PH) to make publishable
to evaluate aggregate functions. This class of yption
functions, introduced by Rivest et al. [18], proesdthe
capability of calculating arithmetic operations editly on
encrypted data. Hacigumus et al [12] exploit thisperty to
evaluate aggregate queries on encrypted tuples.

Song et al.Another relevant approach is by Song et al.
[19], which propose a cryptographic scheme suppgrti
search functions on encrypted textual data witHoss of
data confidentiality. The basic idea of the schemehe
following. Given a set of words, the proposed sobdirst
encrypts each word using a symmetric encryptionréiyn
with a single secret ke Then, it generates the XOR of each
encrypted word with a pseudorandom number. Thetiegu
encrypted words can then be outsourced to the gheili
According to this scheme, when a user needs talsdar a
keyword W, it generates the encrypted wdEtic(W,k} and
computesEnc(W,k) XOR Swhere S is the corresponding
pseudorandom number. This simple scheme allows the
publisher to search for keywol in the encrypted data, by
simply looking forEnc(W,k) XOR Shus without gaining any

Hagicumus et al. The approach proposed by Hacigumusnformation on the clear text. Since occurrencethefsame

et al. [10, 11, 12] exploits binning techniques gré/acy
homomorphic encryption to query encrypted relatiateta.
Binning techniques are used to perform selecticeriga on
encrypted relational data, whereas homomorphicygtion
[18] makes it possible for a publisher to execujgregate
queries over encrypted tuples. Let us start witkecsien
queries. The approach by Hacigumus et al. [10Jased on
the following idea: given a relatioR to be outsourced, the
owner divides the domain of each attribute R into
distinguished partitions, to which it assigns afedént id,
using some ids generation function. Then, the ovaeerds
publishers the encrypted tuples, as well as theoidthe
partitions corresponding to each attribute valueRinBy
exploiting partition ids, publishers are able torfpem
queries directly on the encrypted tuples. As annmple,

word are xored with different pseudorandom numbéss,
analyzing the distribution of the encrypted words
information can be inferred regarding the cleart.tex
According to such scheme, to formulate a queryrsuseed
to know information about the pseudorandom numbéns.
enhanced scheme has been proposed [19] makingsii®
for the users to locally compute pseudorandom nusnbe
without any interaction with the data owner. Théesne
exploits a symmetric encryption functioBnc() and two
pseudorandom numbers generator functions, nafmelydf.

In the following, with the notation F(x,k) (f(x,k),
respectively), we denote the result of applyifg (f,
respectively) to inpuk with key k. In general, the scheme
considers as input a set of clear-text wokdig, Ws,...., W,
with the same length.? Given these set of words) the data

consider the relatiorDept(dname, n_employees, addresspwner generates a sequence of pseudorandom v&jues:,

and, for simplicity, consider only the attribute employees
Suppose that the domain af employeeds in the range
[1,300], and that an equi-partition with 10 as migapplied
on that domain. Each encrypted tuple is complendenith
the id of the partition corresponding to the valiethe

S, of length n-m?® 2) for each wordW, the outsourced
encrypted wordC; is generated according to the following
formula: G Enc(Wk) XOR <$F(§Kj)>, where
Kj=f(FBj,k), andFBj denotes the first-mbits of Enc(W,k).
When a user needs to search for a keywsfdhe/she

n_employeesttribute for that tuple. Suppose now that a usesends the publisheEnc(W,k) and keyKj, which can be

would like to perform the query: “SELECT * FROMept
WHERE n_employees35”. To make such query
understandable by publishers the user should muitritn
terms of partition ids. Therefore, it must receinfrmation
on the adopted partitioning techniques and ids igeioa
functions by the owner. Then, he/she rewrites thery as
follows: “SELECT * FROM Dept WHERE n_employees

locally computed by the user. Then, for each outsedi
encrypted wordC, the publisher: (1) calculate€ XOR
Enc(WKk), (2) takes the firsn-m bits bts of the resulting

1 Enc(W,k)denotes thencryption oW with keyk.
2 This set of words can be obtained by partitionting input clear-text
into atomic quantities (on the basis of the appiice domain) and by

=idss’, Where ids is the id of the partition containing the Padding and splitting the shortest and longest word

value 35. The publisher is thus able to executeytiezy over

Parametem can be properly adjusted to minimize the number of
erroneous answers due to collision of pseudoranuombers generatoF)
andf().
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value, and compute&(bts,Kj); (3) if the result of(bts,Kj)is  before delivering them to publishérsnd it does not send
equal to then-m+1 remaining bits, then the encrypted wordpublishers any decryption keys. Confidentiality uigments
C is returned. Indeed, i€ contains the searched encryptedwrt users are instead specified through a set@dsaccontrol
word, thenEnc(W,k) XOR <§F(S,Kj)> XOR Enc(Wk) = policies stating which users have the right to asoehich
<§;,F(§,Kj), for the properties of the XOR operator. When @ortions of the owner's documents. Access contadicigs
user receive€ as answer to a query, he/she is able to extraate specified according to a credential-based accestrol
the valueEnc(W,k) from C and thus to decrypt it, by simply model for XML data proposed by Bertino and Ferfd}i To
using the decryption kel. Therefore, the scheme proposednsure confidentiality wrt users, instead of entingpdata to
in [19] assumes that users kn@z\? In such a way, the user isbe managed by publishers with a unique key, theeown
able to recoveFBj, by xoring§ with the firstn-mbits of C.  encrypts different data portions of the same docuiméth
Having FBj, the user can general§ (i.e., Kj= f(FBjk)), different keys, according to the specified accesstrol
which can then be used to comp#(§,Kj). Finally, having policies. In particular, all data portions to whitthe same
<§;, F(S.Kj)> the user is able to extract frddnthe encrypted access control policies apply, hereafter-callgublicy
word Enc(W,k), and to decrypt it. configuration are encrypted with the same key since they
can be accessed by the same users. Keys are wtistritp
Merkle Trees. Merkle [14] proposed a method to signusers by evaluating user credentials against tleeifggd
multiple messages, by producing a unique digitghaiure. access control policies, when users subscribectowmer.
The method exploits a binary hash tree generatethdgns Besides keys, the proposed framework requires other
of the following bottom-up recursive constructioat the information to be transmitted by the owner to bptblishers
beginning, for each different message a different leaf and users for security properties verification and
containing the hash value wofis inserted in the tree; then, forenforcement. To limit the overhead incurred by ¢hes
each internal node, the value associated with égsal to operations, all such information is stored into &eEtory
H(hlh,), wherehj||h, denotes the concatenation of the haskerver managed by the owner. The Directory seroatains
values corresponding to the left and right childnedes, and three kinds of entries: theublishersentry, which is shared
H() is an hash function. The root node of the resgltimary by all publishers and contains all encrypted doqimé¢hey
hash tree can be considered as the digest of allages, and are entitled to manage, plus additional informatieey need
thus it can be digitally signed by using a standsighature for the correct functioning of the system; thsersentry,
technique, and distributed. The main benefit of thethod is shared by all the subscribed users, storing commoser
that a user is able to validate the signature basédon a information; and a distinaiser_|Dentry for each single user,
subset of messages, providing him/her the hastesalfithe containing needed information to verify securitpperties.

missing messages. After a mandatory subscription phase, each useighao
receives by the owner the keys to access the pamelsng
3. System Overview entries in the directory. The keys correspondingthe

policies satisfied by each user are stored by tineeo in the
correspondingiser_ID entry of the owner's Directory server.
Additionally, the entry stores theser policy configurationa
certificate signed by the owner maintaining infotima on
the access control policies the user satisfies. hSuc
information is needed by users to verify the congpless of

The architecture of our secure data outsourcingdraork
(cfr. Figure 1) is a standard third party archibeet which
consists of three main entitieasers publishers and data
owners

Alice Bob_Frank Users _Providers

POOOY the results returned by publishers (see Section f@r2
_ details).
e pliy conmation ‘E/%ﬁ Applying a cryptographic-based solution in a thparty

SE-ENC XML scenario requires addressing two main issues. The i$
related to the fact that publishers operate onygied data.
Therefore, we need some mechanisms to make thesrtabl
perform queries over them. To this purpose we Uee t
approaches proposed by Hacigumus et al. and Somd; et
(cfr. Section 2) and we adapt it to XML documentsrgpted

encryption keys Directory server

query template
documents

OWNER

request

subscription = subscription
request E—i’ %
User_ID Provider
entry Key entry key

. o 7] e policy coniaton ey Fﬁ with multiple keys. Therefore, the owner providdse t
'm‘ﬁ reply document | publisher, besides the encrypted nodes, also theofidhe
CLIENT PROVIPER  partitions or the encrypted keywords associatedh wieir
Figure 1. Overall architecture values. Similarly, users find in the commarsers entry

information on the partitioning and encrypting teiclues
The main task of the data owner is sending its omtus to  adopted by the owner and use them to rewrite tpegries
publishers and managing the user subscriptionserfforce before their submission to publishers. Users sufméties to
confidentiality wrt publishers, the owner encryjits data publishers through alient, which can be downloaded from

the owner site. Queries are formulated in XPatH.[Zhe

client translates the queries submitted by users anset of

4 Users are able to generate it using the pseudonamdimber generator
and knowing the seed. 5 Here and in the following we refer to symmetricesmtion.

" #



encrypted queries that publishers can evaluatettiren the
managed documents. The second issue is the defirofi
encryption strategies able to mitigate as muchossiple the
security attacks that can be perpetrated agaiastytstem. In
particular, we have addressed information inferesmitacks
that a publisher (user) can perpetrate by analyzimg
distribution of encrypted nodes. To overcome thisadback,
in Section 6.1, we show how the scheme by Songd. eaa
be used to encrypt tagnames and attribute namesadnels,
thus preventing inferences.

Authenticity is instead assured by the so-calldrkle

29z

The query template has the twofold goal of makingsar
able to verify the completeness of the answersivedeby
publishers, as well as to make easier the task uefryg
submission, in that by inspecting the query tenepktuser
can obtain information on the structure of the doents (or
portions) he/she is allowed to access. To avoidrination
leakage at the schema level, query templates argptad by
the owner using the same strategy employed for XML
documents. This means that a user can see onjottiens
of a query template corresponding to document qasti
he/she is allowed to access, according to the peeiccess

signatures A Merkle signature is a signature generated bgontrol policies. Query templates are digitallyr&d by the

the owner using a bottom-up computation on a wixdw.
document, based on Merkle Trees (cfr. Section 2ichS
signature is generated before encrypting a docuamahiit is
provided to the publisher along with the correspogd
document. The publisher will then forward it to theer
querying the document to which it refers to. Theeni
property of Merkle signatures wrt standard diggtiginatures
is that a user may validate them even if he/shes dus
receive by publishers the whole document over whiah
signature has been computed, provided that heéstedves a
set of additional hash values referring to the imgsportions
of the document. This set of hash values is calkle
hash path In general, given two nodes w such that v
belongs toPath(w)® the Merkle hash path betweanandv,
denoted asMhPath(w,v) is the set of hash values needed t
compute the Merkle hash valueohaving the Merkle hash
value ofw. More precisely, the Merkle hash path betwaen
andyv consists of all the Merkle hash valueswss$ siblings,
together with the Merkle hash values of all thdisgs of the
nodes belonging to the path connectmtp v. It is important
to note that since the publisher operates on etenygata, it
is not able to compute the Merkle hash values, asda
consequence, to generate the appropriate Merkle heths
to be returned to the user submitting the query. thcs
reason, the owner gives the publisher a set oftiaddl hash
values, one for each document node that makeslet tab
generate the Merkle hash paths. Since the foctiseopaper
is on confidentiality and completeness enforcementio not
elaborate more on authenticity enforcement; detzls be
found in [3].

Our framework relies on a set of XML-based data
information to both

structures to convey the needed
publishers and users. In particular, all additian&rmation
needed by publishers for query processing and atithts
verification is encoded in XML and attached to émerypted
XML document, forming the so calle8ecurity Enhanced
Encryption(SE-ENC) of the original document. All SE-ENC
documents are stored by the owner in the publishe
directory entry. Similarly, all information needby users for
authenticity/integrity verification is encoded betpublisher
in XML and attached to the query answer, resulimthe so
calledreply documentFinally, to make a user able to verify
the completeness of a query result, the owner géz®r@n
additional XML-based data structure, callgdery template
containing the encrypted structure of the origidatument.

5 with Path(w) we denote the set of nodes connecting a node the
root of the corresponding document.

r

owner, through a Merkle signature, to prevent attens. All
query templates are stored by the owner in Weers
directory entry. More details on completeness icaifon are
given in Section 7.2.

4. Running Example

In this section, we introduce the reference scenae will
use throughout the paper. This example has begiredsby
the Reuters press agency, which exploits an XMlebtas
language, called NewsML [8], to structure and paibhews
[17].

(0] <News>

<lIdentificatior» XMLPress agency/Identificatiors

<Newsltem Topic="Security" Date="09/29/2008%
<Headline XML Data Outsourcing/Headline>
<Creator B.Carminati, E.Ferrari, and E.BertisdCreator
<DataContent Data outsourcing is today an emerging paradigm with
many benefits in terms of reduction of costsladaility and better service.
Clearly, for the widespread adoption of paradigimportant that both
the data owner and users have strong securitagtess wrt data management
A comprehensive framework for the secure outsngrof XML data has been
proposed, which makes use of selective encryptimhnon conventional digital
signatures techniques to enforce authenticityfidentiality and completeness
requirementss/DataContent

</Newslten»

<Newsltem Topic="DB" Date="10/02/2008*
<Headline ... </Headline-
<Creatop .....</Creatop
<DataContent....</DataContent

</Newslten»

<Newsltem Topic="Security” Date="10/02/2008%
<Headline ..... </Headline
<Creatop .....</Creatopr
<DataConter#.....</DataConter#

</Newslten»

</News>

Figure 2. An example of XML encoded news

Throughout the paper we consider as data owneesspr
agency, called XMLPress, which produces news iX islit.-
based format. We assume that XMLPress makes its new
available to customers (i.e., external providerd/@nusers),
on the basis of different subscription fees. Furttoze, we
suppose that XMLPress does not manage user irtaraain
its own, rather it outsources its news to one orremo
publishers, which are in charge of answering custom
queries. To keep the reference scenario simpledeveot
consider all the features of the NewsML languagéar we
exploit a simplified version of this language, whiencodes
several textual news into a unique XML documenguFé 2
presents an example of XML document encoding téxtua
news. Each outsourced news is represented by nudaas
different Newsltem subelement, which stores the shew
content into the DataContent subelement. Moreotes,

" #



news is complemented with additional informatioriphd
for searching news (e.g., creator, topic of thesnewnd date
of issue).

Furthermore, we assume that XMLPress offers twalsin

292

use a hierarchical key management scheme thatresgqum
the worst case, to manage a number of keys limeahe
cardinality of the policy base [1]. According tcetladopted
key management, by simply providing users with the

of subscription:topic subscriptions, which allow customersencryption key associated with a policy, s&p, they are

to access only news related to selected topic<ifiet by

customers during the registration), andemporal

subscriptions, authorizing customers to accesshallnews
published in a specified temporal interval.

In what follows, we show how the framework proposed
this paper allows XMLPress to outsource its dataxiernal
publishers by, at the same time, being assuredtthadata are
not accessed by publishers and are accessed hymaist
according to the access constraints imposed bycsptien

fees in place in the press agency. Moreover, wev v

users can verify the completeness of the news vedéby
publishers.

5. Confidentiality Enforcement

In this section we explain the techniques we usenforce
confidentiality. Then, in the next section we déserthe
XML-based data structures we have designed forcatipg
the verification process. Since completeness watifin can
be explained only after such data structures hasenb
described, we postpone its discussion to Sectidn 7.

In traditional client-server architectures confitiality is
usually enforced by means of ancess control mechanism
i.e., a trusted software module that mediates aseess
requests by authorizing only those in accordanah e
specified access control policies. This solutiomdslonger
applicable to third party architectures; the maason is that
publishers cannot be responsible for hosting theess
control mechanism since we cannot rely on
trustworthiness. Therefore, as introduced in Seco to
ensure confidentiality both wrt publishers and ssewe
propose a solution based on encryption technigData are
encrypted by owners, before their delivery to palsis,
according to the specified access control policiés.
particular, all data portions to which the sameeasccontrol
policies apply are encrypted with the same key. réfer to
this document encryption driven by the specifiedeas
control policies asvell-formed encryptionPublisherglo not
receive any key. In contrast, each user receivehdypwner
the keys corresponding to the policies he/sheftestis

According to this strategy, confidentiality wrt pigbers is
ensured since publishers do not manage clear-tetd. d
Moreover, generation of the well-formed encryptamsures
confidentiality wrt users in that each user receifem the
owner only the keys corresponding to the satisfieticies.
This means that even if a publisher maliciouslydsea user
more information than the one he/she is allowedde, the
user cannot access it since he/she does not haveraper
decryption keys.

Clearly, one important issue is related to key mgenzent
in that well-formed encryptions may require to gete a
large number of keys (in the worst case a numbekegs
equal to the number of possible policy configunagidhat
can be built from the policy base). To solve thishfem we

their

then able to locally derive all the encryption keys
corresponding to those policy configurations canitej acp.
The second issue to be considered is how to makkspars
able to evaluate queries over encrypted documeddesising

a solution to query encrypted data mainly depenushe
nature of the data, that is, the data domain amditidlerlying
data model. Usually, an XML document contains dathe
modeled into elements, which in turn could contather
elements. By contrast, attributes are used to tbdétecribe
data contained into the corresponding elementsnsi@er,
for instance, the XML document shown in Figure 2.
DataContent elements contain the news itself, vetere
attributes Topic and Date store additional infolioragbout
news. Therefore, in devising methods to query XML
encrypted data, we need to consider that elementlsl be
searched based on their attributes values and/eir th
contents. Thus, we need a method that makes thiésiperb
able to perform logical comparisons on encryptdadbaite
values, as well as keyword-based searches on eadryp
element contents and textual attributes.

To address this requirement, we have adopted two
different strategies to query XML encrypted data |
particular, we use an approach similar to the on&dng et
al. [19] to query elements and attributes with dekdomain.
By contrast, for non textual elements and attriputee
exploit the method by Hacigumus et al. [9]. Thus,agsume
that before encrypting a node the encryption process
determines’'s data domain. We now discuss in more details
the strategies for textual and non-textual encypli&ta.

Textual data. As introduced in Section 2, Song et al.'s
approach [19] makes a publisher able to search &pecific
keyword on encrypted textual data without loss aftad
confidentiality. Applying such an approach to ogersario
requires two adjustments wrt the original formwdati The
first is because the scheme by Song et al. [19ksvdor
words of same length, whereas we need to considetswof
variable length. Therefore, we extend the scheropgsed in
[19] to the management of variable length wordsplisws.
Let W be the longest word in the owner's dictionary, ktd
Lw be the length ofW. For each sequence of clear-text
words: Wy, Ws,.... W, with length L; Lw, the steps for
encrypted words generation are the following: fdr) each
word W, the data owner pads it with a sequepdbtsof Ly, -

L bits; (2)it generates a sequence of pseudorandom values
S.,... § of lengthLw.,, wherem is a parameter (see Section
2); (3)for each keyword\, the outsourced encrypted word

C is generated by the following formula:
W=Enc(W||pdbts,k)XOR <S,F(S,Kj)>, whereKj=f(FBj,k),
andFBj denotes the first-mbits of Enc(Wj]|pdbts,k)

According to this scheme, users have to kigyvthat is,
the length of the longest word managed by the datzer, to
be able to pad the searched keywiVd before submitting
the query. We need also to define a method for kegsv
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selection. In particular, given a nodewe need to state how by the owner by first marking the nodes of the inpu
to select keywords from's content. A naive solution is to document with the applicable access control pdliciEhen,
split the content oh into separatd blocks, and to treat all nodes with the same marking are encrypted thighsame
them as distinguished keywords. This solution haweig key. A further key is generated to encrypt docunpemtions
useless if we consider that the resulting encryptedds that are not covered by any policy (and therefamenot be
should be exploited for the search. Thus, it isiolw that accessed by anyone). Different approaches forribhgyption
some content analysis should be performed ovendue's of XML documents have been proposed (see for iostan
content before keywords selection. In particulahe t [13, 20]). However, we prefer to adopt a slightiffetent
proposed solution requires a first phase duringclwvithe approach that preserves as much as possible treuse of
owner preprocesses the textual data containedamt¥ML  the original XML document in the document encryptitn
node and extracts a set of keywdrdghen, for each keyword particular, the well-formed encryption of a documneris an
W, the system retrieves the encryption kegorresponding XML documentd® with the same element-subelement and
to the policy configuration applied to the XML nottewhich  element-attribute relations of the original docutrient with
W belongs to and encrypté/ according to the scheme the names and contents of all the nodes (i.e., ezlmmand
introduced above. Hereafter, we denote w@iph(W,k) attributes) encrypted. Clearly, this choice makaserg
instead of withEnc(W,k), the encrypted keyword obtainedformulation and processing easier, but it couldoitice
through the abovementioned scheme to highlight fftet some security threats. An untrusted publisher garjucould
that, for textual data, we do not adopt a stangéaatyption infer information by analyzing the distribution eficrypted
technique. nodes. This threat could be easily perpetratednagaag
names, attribute names and values, since an XMurdent
Non-textual data To make publishers able to evaluatenay often contain repeated elements and severdbuags
queries on encrypted non-textual data, we adapapgpeoach with the same names (or values). To overcome this
by Hacigumus et al. [9]. As far as partition gemierais drawback, rather than symmetric encryption we apgply
concerned, the choice of the most appropriate tjpanitig scheme proposed by Song et al. (see Section 2ictyp tag
technique mainly depends on the node domain. Btarmce, names and attribute names and values. In contfast,
for numeric data (such as integer, real, etc.Jrategy based element content we adopt traditional symmetric yotoon
on an equi-partitioning of the domain could be appiate. (e.g., TDES, AES), that requires less computational
In contrast, for temporal data, a partitioning lthee time resources. This choice is motivated by the fact the
intervals could be more appropriate. Therefor@tinsystem probability of having a number of occurrences «f game
we associate a different partitioning function wigach encrypted element content sufficient for data diwiry
possible data domain, with the exception of textl@hain. attacks is small. This probability is further reddcin our
Thus, given a node of a documend, by analyzing the XML context, where elements with the same content nay b
schema definingd it is possible to select the appropriateencrypted with different keys, if they are protectey

partitioning function. different access control policies.
In formally defining the well-formed encryption and
6. Data Structures throughout the paper, we make use of a graph-based

representation of an XML document. More precisetg
define an XML document as a tuple d5(,Egy, &), where:
V&~V U V4 is a set of nodes representing element§) (V
and attributes (¥); vq is a node representing the document
element (calleddocument rodt Ey is the set of edges
representing element-subelements, element-attsbute
relationships, or links between elements; apglis the edge
labeling function. Moreover, hereafter given amedatv (an
attributea) we denote witlv.tagnameandv.contem (a.name
anda.valug the element's tag name and content, respectively
(the attribute name and value, respectively).

We are now ready to formally define a well-formed

Our framework relies on the transmission of addiio
information from the owner to both publishers arsgns to
make it possible the enforcement of security priger
Publishers should receive the partition ids andrygted
keywords corresponding to the data they managereake
users should receive information to authenticattignos of a
requested document. To properly convey all thisitamtchl
information, referred in what follows agcurity information
we have designed a set of XML-based data structiinats
will be described in the following sections.

6.1 Security Enhanced Encryption encryption.
Security Enhanced EncryptiofSE-ENC document) is o )
transmitted by the owner to publishers and consitthe Definition 1. (Well-formed  encryption  Let

well-formed encryption of a document plus additionad=(VaVaEs ed be an XML document. LeRCrg(d) be the
information needed for confidentiality and autheinyi Set of policy configurations which apply to nodesdi Let
enforcement. Generation of SE-ENC documents cansist K8Y(Pc) be the encryption key associated with policy
two main stepstl) generation of the well-fiormed encryption,configurationpe and letVy(pc) be the set of nodes to which
and(2) generation of the related security information. pc applies. The well-formed encryption of is an XML
The generation of the well-formed encryption isfpened ~ document B (Ve Ve, Ece ), SUCh that:
- d° preserves the relationshipsdn

7 Several techniques developed in the Informatiotii®eal field can be - " pcl PCeg(d), " VI Vy(pc), $ V'l Ve such that:
used to this purpose.
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o V'.tagnameCiph(v.tagname, Key(pg))
v'.content Enc(v.content, Key(pc)¥, vl V45
o Vv.nameCiph(v.name, Key(pc))

v'.vak Ciph(v.val,Key(pc))if vl V4%

Once the well-formed encryption has been generated,
undergoes a second phase, during which it is cormgrieed
with security information. Security information éssociated
with each element by means of a particular elenmeadted

Security Information(Sec-Info) element, which is added as

an additional child of the corresponding elemerite Sec-
Info element contains security information (i.euthenticity
and confidentiality information) for both the elembdtself
and all its attributes.

<Sec-Infe>
<Node-Info Name="Ciph(Newslter{1)'>
<Auth-Info>
<H-Name> h(Newsltem)</H-Name>
<H-Content #
</Auth-Info>
<Query-Info
</Node-Info>
<Attributes>
<Node-Info Name="Ciph(Topi¢1)'>
<Auth-Info Name="Ciph(Topid<1)'>
<H-Name> h(Topic)</H-Name>
<H-Content h(Security)</H-Content
</Auth-Info>
<Query-Info>
<Kw Value="Ciph(SecurityK1)'/>
</Query-Info>
</Node-Info>
<Node-Info Name=‘Ciph(Dat&1)">
<Auth-Info Name="Ciph(Daté&1)'>
<H-Name> h(Date)</H-Name>
<H-Content h(09/29/2008)/H-Content
</Auth-Info>
<Query-Info>
<Id Value='41'>
</Query-Info>
</Node-Info>
</Attributes>
</Sec-Infe>

Figure 3. An example of Sec-Info element

Confidentiality information is used to make pubéish able
to process queries over encrypted data. In paaticuit
consists of the partition ids or encrypted keywasdsociated
with the considered node. All these data are coathinto a
unique element, called Query-Info element, chil&et-Info.
In contrast, authenticity information makes puldishable to
generate the Merkle hash paths needed by clientrity
authenticity of query answers. The Auth-Info eleimel
contains the hash values of the name and contertheof
corresponding node. The confidentiality and auticént
information corresponding to attributes are instesaored
into a different element, called Attributes.

Definition 2 (Security Information element Let
d°=(Vge,Vee:Ee, £¢) be the well-formed encryption of an
XML documentd. Let v'l Vg° be the encrypted element
corresponding tol V4. The Security Information element
associated with' is an XML elemens such that:

s.tagnameSec-Info;

s contains two subelements: Node-Info and Attributes

where:

n

29t

Node-Info has one attribute, called Name, which
contains the encrypted name of the node.
Moreover, Node-Info has two subelements: Auth-
Info and Query-Info. Auth-Info stores the hash
values of node name and content (i.e., H-Name
and H-Content elements). By contrast, the Query-
Info element has as many Id or KW subelements
as the number of partition ids or encrypted
keywords associated withconter.

Attributes has as many Node-Info subelements as
the number of attributes iv, with the same
structure described above.

When all the Sec-Info elements have been addedvella
formed encryption, the last step to generate theERE
document is adding a Sign element, storing the Merk
signature of the original document (cfr. Section 3)

Example 1. For simplicity, assume that the owner has
specified only two access control policies: a fipsilicy,
acpy, representing a subscription to all the news eelab
security issues, and a second poli@cp, modeling a
temporal subscription for October 2008 Moreoveppsise
thatK; is the encryption key used to encrypt nodes takvhi
only policy acpl applies, whereak, is the encryption key
used to encrypt nodes covered by poliagp,. Finally,
suppose thaKs is the encryption key used for encrypting
nodes to which bothcp, andacp, apply. As example of Sec-
Info element, consider the one associated with ftret
Newsltem element of the XML document in Figure 2 an
generated by considering the above-mentioned accessl
policies (see Figure 3). According to Definition fhe
corresponding Sec-Info element contains the securit
information related to Newsltem element as weltaall its
attributes (i.e., Topic and Date). In particulatist

information is modeled into distinguished Node-Info
elements, whereas this information associated with
Newsltem's attributes is recorded in the Attributes

subelement. Note that since the Topic attributeqgeal to
‘Security’ and the Date attribute is equal to ‘0®2008’,
only acp, applies to the Newsltem element and its attributes
This implies that to encrypt the tag name of thésrent, as
well as the name and values of its attribukgsnust be used.
The same key is used to encrypt its data contenteMver,
according to Definition 2, the Node-Info subelemefita
node (i.e., Newsltem, Topic and Date nodes) costain
confidentiality information (i.e., the partition stencrypted
keywords associated with the corresponding contamd)the
authenticity information. Thus, for instance, thehenticity
information associated with Newsltem element cassi
the hash value of its tag name and content. Nait #ince
the Newsltem element contains only subelementsKepee
2), its data content is empty. Thus, the hash valbie
Newsltem content is empty (see the first H-contament
in Figure 3). For the same reason, the confidential
information associated with Newsltem element is ymp

In contrast, since the Topic attribute containguakdata
the confidential information associated with it sts of the
encrypted keywords extracted by its value, that the
encryption of ‘Security’ (see the second Query-iefement
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in Figure 3). Whereas, the confidential
associated with the Date attribute is the id ofghetition to
which the Date value belongs to (see the third Qirgo
element in Figure 3).

6.2 Query Template

29€

informatiomeeded for authenticity verification. The resultidgviL

document, calledreply documentis formally defined as
follows.

Definition 3. (Reply documeht[3] Let g=(Vy,Vg.Eq £g)s
be the SE-ENC document corresponding to an XML
document, letu be a user, and be a query od submitted

The so calledjuery templat®f an XML documentl has a by u to a publisher. LeView(q,uF (VqVoEq eo. be the
twofold goal: (1) to make users able to formulate XPath\1 document answering. Thereply document of query q

queries against the documents managed by publisirets
translate them in terms of partition ids/encrypkegwords,

with respect to us an XML document= (V,,v,,E;, &), such

. that:
and .(2) to' make users able to verify the completeness of V= V& U Ve U Sign, where:
publishers’ answers. A query templ_ate 1S ggneratedmg 0 V®gr contains a node, called AttributeElement,
from an SE-ENC document, by pruning from it thergpted for each attributeal V. This node represents an
data contents, attribute values and authenticifiyrimation. element whose data gontent is the valua.dFhe
Adfjitionally, the query template contains inforroati on name ofa is stored into an additional attribute of
which access control policies apply to each nodethef AttributeElement, called AttrName. The node is a
original document. Such information is crucial torrectly direct child of the node in ¥/corresponding to the
encrypt queries to be submitted to publishers. Tioimize element irView(q,u)to Whiéhabelongs to:
the required storage space we encode policy infdominto o Sign is an element, direct child of \containing

a string of hexadecimal values. More preciselyhvwéach
node n in the well-formed encryptiord®, we associate a
binary string of length equal to the cardinalitytbé set of
access control policies which applies to the cpwading
clear-text documend, where, starting from the left side, the
value of thei-th bit is: 1, if thei-th policy’ applies ton; 0,
otherwise. Then, we translate each 4-bits block thaf
resulting binary string into the corresponding hie@mal
representation.

This information is then stored as an additionaltaite of
the Sec-Info element, named PC. Finally, to makécyo
configurations understandable by clients, it isessary to
insert an additional element into the query teneplathis
element, called Policy, contains the identifiergh& policies
which apply tod.

the content of Sign ig;
each nodeel VS contains an attribute, called
MhPath, containing the Merkle hash path between
and its father.

AttributeElemen AttributeElement

meath

AttrHame

Figure 4. An example of reply document

AttrHame

Example 2.Consider the first DataContent element of the

XML document in Figure 2, where both the accesstrobn
policies of Example 1 apply. According to the prepd
encoding strategy, the binary encoding of the polic
configuration associated with this node is ‘001®’,which
corresponds the hexadecimal value ‘c’.

To prevent alterations to the query template, thaev
signs it with a Merkle signature, which is storedoi an
additional Sign element. It is important to notetttsince the
query template is generated from the SE-ENC doctinadin
its nodes are selectively encrypted according ¢ostecified
access control policies. Therefore, as it will belained in
Section 7, users can access only the portions efgtlery
template for which they have a corresponding aizhtion.
We omit the formal definition of the query templaiace it
is very similar to the SE-ENC document.

6.3 Reply Document

The last data structure is used to complement ticeypted
nodes returned by a publisher with additional infation

8 The order is given by the policy identifier values

Figure 4 shows the reply document returned by dighdy
to a user, who has requested the second DataCaféement
of the document in Figure 2.

7. Client-side Processing

In this section, we explain how users are able ubnst
encrypted queries to publishers and verify the detepess
of query answers.

7.1 Query Submission

We assume that users submit queries through XP&h [
XPath allows one to traverse the graph structurenoKML
document and to select specific portions of theudmnt
according to some properties, such as the typehef t
elements, or specific content-based conditiongelmeral, an
XPath expression consists oflacation path which allows
one to select a set of nodes from target documestiish in
turn consists of one or motecation stepsseparated among
each other by a slash. In this paper, we consideaigament
of XPath in which conditions are specified by mears
equality or comparison operators. Moreover, amohg t
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functions supported by XPath, we consider domtains() by Ann due to the hierarchical key management sehem
function, which allows keyword based searches otuéd adopt. Thus, the view of the query template for Asithe
data. To query an XML document through XPath, it i®ne shown in Figure 5(b).

necessary to know the corresponding schema. Far thi

reason, the user retrieves from the directory sehequery Before submitting XPath queries to publishers, deries
templates of the interested documents. This omerais have to be properly transformed, to be evaluateihagSE-
required only the first time user inquiries a doemtnor when ENC documents, and encrypted. Indeed, there age thain
its document schema is modified. transformations to which each location step of er v§Path
Let us now see how the user can exploit the quenplate to query must undergo before being submitted to phbls
formulate queries that can be processed againsypmad First, since the user XPath expression has beegrated on
documents. For simplicity, in the following we reféo a partial view of the query template, it is necegsiés
queries over single documents. A user can acce§s onompletion, by inserting all the missing locatioteps.
selected portions of query templates, that is, tmhge nodes Moreover, since the SE-ENC document is encrypteds i
for which he/she has the appropriate decryptiorskBythat necessary to encrypt the tag names specified indde test
way we prevent information leakage that may arise hof the location steps with the proper keys, so they can be
accessing document schemas. Therefore, the cliestt fevaluated by the publisher. Finally, the locatioteps
generates thauthorized viewof the query template, where predicates should be transformed to adapt thenmeoSE-
by authorized view we mean an XML document contgjni ENC structure and rewrite them in terms of pantitio
only the authorized portions of the query templaf®. ids/encrypted keywords. An Algorithm doing all tabove
decrypt a node, the client has to know which detgsypkey mentioned operations is presented in [6].

has to be used. This information can be deriven fioe PC
attribute and the Policy element of the query texi®l The
view of the query template is built by a functicrglled )
View() which takes as input the policy configurationzf L€t us now see how a user can verify the complstené a
user u that, we recall, contains the ids of access cbntr§Uery answer by using the query template. The islepuite
policies applying to nodes and the query templatel turns  Simple. He/she performs the translated queriesnagahe
the set of decrypted nodes, into a well-formed Xmicorresponding query template and compares the tiregsul
document. The resulting view is then displayedhe aser, nodes against the nodes returned by the publist@vever,

making him/her able to formulate XPath querieston i the nodes returned by evaluating one of these egien the
query template could be a superset of the nodesidbe is

entitled to see according to the owner access algmdficies.
Thus, in order to verify the completeness of quamgwers,
the client must also consider the access contrdicips
specified on the requested document. Policy inftionaare
contained in the Policy element and PC attributeghe
query template.

7.2 Completeness Verification

Ciph(HewsItem K3)

/N

Ciph(Topic,K])Ciph(Date K1) /\ ciph{Topic K3} Ciph(Date K3)
Ciph(Topic K2)Ciph(Pate K2)

Ciph(HewsItem, K2)

Ciph(baiasontent KLy Ciph(Datacentent K3} Example 4.Consider t_hg query template in Figure 5(a) and
Ciph(DataContent K2) the access control policies of Example 1. SupposeAnn is
a interested in receiving all the news, and therefe submits

to the publisher the encrypted version of the quétgws/*'.

Moreover, suppose that an untrusted publisher sémis
only the first Newsltem element and not the thiret us now
see how Ann is able to detect the malicious behmasidhe
publisher. The completeness verification considieesquery
submitted to the publisher, that is, the XPath eggions
returned by the query rewriting algorithm in [6]. ok&
precisely, the user XPath expression ‘News/*' ansformed
by the algorithm into: ‘Ciph(Newsd/*. The evaluation of
this query on the query template returns three etgsnwith
tag name Newsltem. The client must then prune ftioese

DataContent

DataContent

. N ) ) nodes those for which Ann has no authorizationd®dhat,
Figure 5. An example of (a) query template; (b) a view of & e gient verifies the policy configuration of éaof these
query template nodes by checking the PC attribute stored into the

) o corresponding Node-Info element. More precisely,
Example 3. Consider the query template in Figure S(&)eqnsidering the value of the Policy element, thelesofor
where, for simplicity, we do not report policy ammiery hich Ann has an authorization are those whosecyoli
processing information. Suppose that to a user Asay the configuration has the 1-st bit set equal to 1, isat0001,
subscription modeled by access control poliegn of 17, to which characters ‘a’ and ‘c’ correspondiud, the
Example 1 applies. Ann receives by the owner they@ition  cjient prunes the second Newsltem element, sircpdticy
key corresponding tacp, i.e., K, whereas the encryption configuration does not match Ann's policy confidima As
key corresponding to the policy configuration cstieg of 5 regyt of the completeness verification, thentlieeturns
acp, acp i.e., Ks (see Example 1) can be locally generate@dn, the first and the third Newsltem elements. e,

" #



29¢

she verifies that in the answer received by thelighdr an  exploits a credential-based access control modapezify
element is omitted. access control policies, the owner first assigesutier one or
more credentials (by activating the Credential mgana
A formal proof of the correctness of the complessne module, see Figure 5), which are then stored irCiteglential
verification process is reported in [6]. repository. Given the assigned credentials, theeousiable
to state which access control policies apply tosthigscribing
user. The matching between credentials and aceegsot
8. Prototype Implementation policies is performed by tholicy matchingmodule, which
returns the ids of the matching policies to tRelicy
configuration issuer These ids are then recorded into the

In this section, we describe the developed Javeebasyser policy configurationwhich is signed with the private
prototype implementing the proposed framework. ThRey of the owner.

prototype consists of three main components, owamer,

publisher and client. The owner has been desigeed\dleb- pocument manager This component receives as input an
based application, where by means of a JSP interi@ers XML document and creates the corresponding SE-ENC a
subscribe to the service and administrators matt@gewner QT (query template) document. First, the Documeatager
functionalities. In contrast, the publisher hasrbeesigned computes the Merkle signature of the original XML
as a socket, whose main goal is to listen and anslient gocument as well as the hash values of each sikile
queries. The client component is a Java tool tfetasi users node, to be inserted into the Auth-Info elementisTtask is
able to formulate queries, to decrypt and viewrtiwilts and  executed by the Auth-Info generator, which hashesxtML
verify their security properties. nodes, and stores the resulting values into the skHa
Each single component exploits a set of XML ren#s in  repository, to make them available for further mssing.
order to manage the needed data, and several ibeadiels The other step that needs to be performed beforandent
for the needed functionalities, like BouncyCastles agncryption is the generation of the partition ids @ncrypted
encryption engine [8], JDOOM and Xerces [15, 16htmdle Keywords to be inserted into the Query-Info elemdittis
XML documents and XPath queries. In what followst f task is performed by the Query-Info generator factesingle
each component, we introduce its functionalitiesl amin  node of the original document. In case of a noda teixtual

modules. domain, this module extracts the set of meaninkgylwords
from the node, and generates the correspondingytecr
8.1 Owner words. In contrast, for a node with non-textual dam the

Query-Info generator exploits a library of partiting
functions, which associates with each different -teotual
data domain a unique partitioning function. The XML
document is now ready to be encrypted. Encryptien i

The owner is in charge of generating and manadiegdata
to be outsourced and the specification and updatelicies.

Document manager

SE-ENC executed by first marking the nodes of the inputwheent
with the policies that apply to them. This taskperformed

——— Nz by the Document marker, which queries the Policychia
= Ke <] y ' q ycmag
e I ___ module to determine which access control policgdato a

I node. Then, it groups together all the nodes matkethe
same access control policies. After that, the Bgtan
generator module differently encrypts each grouth e
key corresponding to that policy configuration, the basis
of the nature of the data it contains (textualnan textual).

The appropriate key is retrieved by means of they Ke

Policy
matching

Emm—
Credential
repository.

iption manager

= Folicy
Giinit] configuration
LCEIEEET issuer
¥

Query-info
generator

Qr
Auth-Info

QT
generator generator

t E

i

[l User JSP-GUI | Admin JSP-GUI | manager module. This module is in charge of theegdion
m = - wr| and management of the encryption keys accordinghéo

: o hierarchal key assignment scheme we use. More sefgci

Figure 6. Owner architecture the Key repository stores only the first level gption keys,

i.e., the encryption keys associated with a sirgteess
As depicted in Figure 6, in order to implement thescontrol policy, whereas all the other encryptioryseare
functionalities, the owner architecture includeseéh main generated by the Key manager only when needed.
components, namelyRPolicy manager Document manager Once the well-formed encryption has been generatesl,
and Subscription manageiThe Policy managermprovides a resulting XML document undergoes a final phase,ingur
GUI to specify, update and delete access contriitips. In  which it is complemented with the Merkle signatutes hash
what follows we focus on théocument managelnd values and the partition ids associated with eacterand the
Subscription manager since they represent the moreassociated encrypted keywords, if any. This tagleiormed
innovative components being strictly related tousecdata by the SE-ENC generator, which retrieves all thedeel
outsourcing. information from XHash and Partition ids reposiésri

Subscription manager The first step of the subscription The generation of query template documents is e#san
phase is the selection of the access control pslitiat apply the generation of SE-ENC documents. Indeed, asdated
to the user, among those defined by the owner mmedsinto  in Section 6.2, the query template document ischilgi the
the Policy Base(i.e., PB repository). Since our frameworkSE-ENC document without encrypted contents and
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authenticity information, and with additional infoation
about the access control policies that apply tch ezade.

29¢

case, it inserts in the new MhPath attribute onhgfaerence
to such an existing value is inserted, insteathefiash value

Thus, given an XML document, the QT generator firstself. Finally, the reply document is complementeith the

retrieves the corresponding SE-ENC document, amiesp
to it an XSLT transformation [21] pruning from t&&-ENC
document the encrypted data contents, attributeegahnd
authenticity information. Then, for each node, tQa
generator queries the Policy matching module terdeéhe
which access control policies apply to the nodeenThit
encodes information about the applied access dgntficies
according to the strategies illustrated in Sect®b@ and
stores the results into the corresponding PC at&ib

8.2 Publisher

The main goal of the publisher is to answer cligméries
and generate reply documents containing, in addiiothe
query answer, information needed by Clients todeaé the
authenticity of the answer (i.e., the Merkle haathp).

The first task of the publisher, that is, answerihg
submitted queries, is very simple. Indeed, the ighbt, upon
receiving an encrypted XPath query, retrieves #guested
SE-ENC document and evaluates the query directiy. on

Reply generator

SE-ENC MerkleSign =

docs generator
——
MhPath
generator
‘ XPathAnswer H“"

| socket

Encrypted

Ypath %

Figure 7. Publisher architecture

As depicted in Figure 7, this is done by the XPathwer
module, which exploits the Xerces library as Xpp#rser,
and passes the returned view to the Reply genemaidule,
which is the core component of the publisher. Gitrenview
answering the submitted query, the process perfibtgehis

Viewf generator

£
Attribute
generator

<Reply>

Merkle signature stored into the Sign element ef$iE-ENC
document corresponding to the view.

8.3 Client

The client component has been devised to makesttrealble
to submit queries to publishers, decrypt the resatid verify
their security properties. To perform these tashs, Client
architecture includes three main modules, namelerQu
submitter, Answer viewer and Security evaluator. (Efgure
8). In what follows, we briefly describe these caments.

Key
repository|

—
QT
docs

Security e’

—
Reply
docs

Answer vie

Query submitter

P
=

<Reply~

D — er alfiator

fﬂgmwi Decryption U
<ar> .

f f
Policy info H Authenticity

Encrypted
Xpath

Completenessﬂ

D

e
—¥

—]

‘ e 1

| Gul

VIEWS

i

]

Figure 8. Client architecture

Once the user has selected the document to beeduéhie
Query specification module retrieves the correspund
query template document. Obviously, the user isafié to
define the query on the query template documentesit is
encrypted. Thus, the query template document isgubso
the Answer viewer module, which extracts from it th
authorized view and shows to the user its decrypt@n the
decrypted view of the query template document,uber is
thus able to define his/her XPath queries. As thioed in
Section 7, in order to make the publisher able valuate
user XPath queries on SE-ENC documents, they habe t
translated (see [6] for more details). This trammsta is

module to generate the corresponding reply documepérformed by the Query translator module, whichspaghe

requires several steps. A reply document basicalhsists of

obtained encrypted XPath queries to the QuerySocket

a view of the SE-ENC document containing only thenodule. This module is in charge of submitting gpted

encrypted nodes answering the query, without ak thXxPath queries

additional information (i.e., Query-info and Authfd
elements). According to Definition 3, all attribateontained
into the resulting nodes are encoded in the repgudhent by
means of additional elements (i.e., AttributeElethemhich
contain the MhPath attribute storing the correspund
Merkle hash paths. Thus, as first task, the viewhef SE-
ENC document returned by the XPathAnswer module
passed to the Attribute generator module whichaegs each
of its attributes with the new element. After that| the
elements are complemented with the correspondintkible
hash path. More precisely, since the SE-ENC datéeot is
encrypted, the MhPath generator module exploitshtish
values inserted by the owner into the SE-ENC dociime
Moreover, to limit the storage overhead, beforeiitisg an
hash value into a MhPath attribute, the MhPath geae
module verifies whether this value is already siometo
another previously computed MhPath attribute. i$ ik the

to publishers and waiting for the

corresponding reply documents. Once the QuerySocket

module receives a reply document, it forwards itthe
Answer viewer module. Here the reply document ugoles
a process similar to the one executed over theygaeerplate
document to extract the authorized view. The fitesk
performed by the client is security validation. §Hhiask
igplies both authenticity and completeness valatatin the
client implementation, these tasks are performedtvay
separate modules, namely Authenticity and Compésten
module, which, by retrieving the additional infortioa
stored into the reply and query template documemtsable
to determine whether the view is authentic and detap

9. Data Structure Management

In this section, we discuss two important issudsted to
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the proposed system. The first, is the storageheaet of the
defined data structures, whereas the second reiatéseir
management upon policies, documents or users update

9.1 Storage Complexity

30C

We now analyze the storage overhead of query téamla
A query template is computed by an XSLT transforomat
which prunes from the SE-ENC document the encrygtge
contents and attribute values as well as authéentici
information. Additionally, the query template cant the

The storage overhead of the proposed infrastrucisire Policy elements and PC attributes. Regarding Pibates,

related to the SE-ENC, query template and replydents.
Let us first consider SE-ENC documents. Accordiagotir

approach, to generate an SE-ENC document, the owngg,o precisely

complements each element of the well-formed enmypt
with a Sec-Info element. The Sec-Info element dostéhe
confidentiality and authenticity information assaeid with
the corresponding element, plus the confidentiabiyd
authenticity information associated with each httie of the
corresponding element. Thus, tebe number of nodes (i.e.
attributes and elements) of an XML document. Atfir
estimation of the storage overhead of SE-ENC i$Aunith-
Info|+|Query-Info|), where |Auth-Info| (resp. |Quémfol) is
the overhead imposed by authenticity (resp. confidbty)
information.

We start by first analyzing the storage overheaposed
by the authenticity information. This informationnsists of
two hash values, that is, the hash value of tha damtent of
the corresponding element (value of an attribu
respectively), and the hash value of the tag namené of
the attribute, respectively). Therefore, the |Aurio
overhead is 24ashSize whereHashSizedenotes the size o
the value returned by the adopted hash functibine storage
overhead of confidentiality information is detereihby the
query processing information, which makes the sielf
able to query encrypted data. Query processingrirdtion
consists of the encrypted words and partition isisoeiated
with the node. Therefore, the overhead mainly ddpemn
the data type of the node. If the element (attdbu
respectively) contains non-textual data, the cpoeding
query-processing information consists of a unique
representing the partition to which that value hgloto. In
contrast, if the node contains textual data, theesponding
query processing information consists of the ernegp
keywords extracted from the text. In order to eatinthis
overhead, in the worst case, we assume a situatimie
each word of the text is selected as a keyword s;Thaikw
be the number of words in the text, the storagetmasd of
query processing information isv* Ly, wherely is the
length of the longest word in the dictionary of thener (see
Section 5). The resulting storage overhead

is th
n*(2*HashSize+kw* k). To complete the estimation of the

the overhead of the hexadecimal representatioadatred in
Section 6.2 is linear to the number of access obptilicies.
letNp be the number of access control
policies that apply to documemnt The size of the policy
configuration of an elemene is Np/4 characters. The
overhead of the Policy element is not relevanttifieroverall
computation. Thus, we can estimate the storageheweras:
O(n*kw* Ly + Np/4). Finally, we estimate the storage
' overhead of the reply document. According to theppsed
Sframework, the reply document contains the nodesvaring
the query submitted by the user, plus additionfdrination
needed for authenticity verification. By Definiti@) this last
information consists of the MhPath attributes adtieéach
node. These attributes contain a set of hash vaMese
precisely, given a terminal nodethe maximum size of the
corresponding MhPath attribute is equalHashSizéNc, +

HashSiz&2+|sib(f)), where dib(f)] denotes the

te,
I path(e)

number off's siblings andNc, denotes the number of children

£ of nodee. Note that the sets of Merkle hash values stored

into different MhPath attributes could be not disfoln the
prototype we have developed, we exploit a strattt
allows us to store each hash value only once aradirifpe
MhPath attributes. This approach allows us to redtie
total number of hash values stored in all the MhPat
attributes to the number of nodes of the documiEnts, in
tthe worst case, the storage overheattlitashSize

i9.2 Update Management

In this section, we discuss the impact of updatesuir
system. We first consider updates to the XML sounce to
the Policy Base, and we estimate the computatiguimed to
the owner for update management and the commumicati
overhead required for updating publishers/userse futhe

key management scheme we adopt, such updates do not

require any update to user keys. Then, we consigdates
on user's credentials. However, it is importanntde that
according to the architecture in Figure 1, eachetim
YRodification occurs the owner has simply to stohe t
updated data structures into tipeiblisher’'s entry and/or

storage overhead of an SE-ENC document, we have (Qer D entry of the Directory server, and notify the

consider also the additional Sign attribute comtginthe
Merkle signature. However, we can assume this @aet|
irrelevant for the final estimation, therefore tin¢al storage
overhead of the SE-ENC document

this result is obtained by considering the worstecahat is,

h publishers/users about that.

XML source updates We can classify the updates that

) ° - iScan occur to an XML document or DTD/Schema into two
O(n*(2*HashSize+kw* )). It is very important to note that

groups: (1) modification of an existing node (i.@n, update
to the data content of an element or the valuenditaibute),

each node has a textual domain and every singled wog,q (2) insertion/deletion of a node.

contained in the text represents a keyword.

9 The size of the hash value depends on the algoritsed. It can be 128
or 160 bits.

(1). Themodification of a nodeequires the regeneration
of the Merkle signature of the document to whick tiode
belongs to, the well-formed encryption, and, as
consequence, of the SE-ENC and query template deratsm

" #

a



However, all these updates can be executed bynrally
updating the corresponding documents without thed nef
regenerating them from scratch:

(1).i. For updates of Merkle signatures, the ownan
reuse the Merkle hash values of all the nodes dhatnot
interested by the modification. More precisely, terkle
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(2).i. Theinsertion of a new nodmto an XML document
or DTD/XML Schema entails the regeneration of therklie
signature, well-formed encryption, and obviouslytleé SE-
ENC and query template documents. Like the prevease,
it is possible to perform an incremental updatealbfthese
data structures. More precisely, in the case ofoden

hash values that need to be recomputed are, betides insertion the operations for updating the Merklgnature
Merkle hash value of the node whose content has beand well-formed encryption are the same preseriedea As

modified, only those of the nodes belonging to fath
connecting the modified node to the document root.

(1).ii. Since we support content-based access @oran
update to the content of a node can imply a magtific of
the policy configuration applied to it. Indeedcduld be the
case of an access control policy that did not afpthe node
before the update and starts to apply to it atier update
occurs, since the updated content satisfies thelitioms
specified in the policy (or vice versa). Since doent
encryption is driven by policy configurations, whehe
above described situation occurs, managing thetapalao
requires the re-encryption of the modified nodehwibe
encryption key corresponding to the eventually rgnlicy
configuration. However, it is important to note ttteven if
some nodes are encrypted with a different encrypkiey,
that is, the encryption key associated with a nedicp
configuration, no updates need to be sent to usedeed,
according to the exploited hierarchical key manag@m
scheme by receiving the encryption keys associattrdthe
satisfied access control policies a user is abldotally
derive the encryption keys corresponding to all amdy
policy configurations containing at least one of gatisfied
policies.

(2).iii. The SE-ENC document update can be exechted
regenerating and sending to publishers only thastioms
affected by the node maodification. We recall tha¢ SE-
ENC document consists of the well-formed encryptidra
document plus information enabling authenticityifiation
and querying processing. The update of the wethéat
encryption requires the replacement of the enaoyptf the
modified portion with the new one. In contrast, thElate of
authenticity information requires the replacemerthe hash
values contained in the Auth-Info nodes correspundo all
those nodes belonging to the path connecting theified
node to the root. For what concerns the update uefryg
processing information, we need to update the tiartids
and the encrypted keywords contained into the Qlrdoy
element of the modified node. Finally, the ownes ha

a consequence, the overhead required to ugnldtshes is
the same imposed by content update management.

(2).ii. The deletion of an existing nodean be managed
like in the previous cases, with only few differeac The
owner has to regenerate the Merkle signature withou
considering the deleted node, and thus to recomthee
Merkle hash values affected by this deletion, tisatonly
those of the nodes belonging to the path connedtieg
deleted node to the document root. By contrasteaus of
regenerating the SE-ENC document the owner canlgimp
notify the publisher that the node has been delebsd
sending also the new Merkle signature together thighnew
hash values. Update of the query template is sintlahe
one presented for content update management.

Policy base updatesEach time an access control policy is
inserted, deleted, or modified, the well-formed rgption,
SE-ENC and query template documents should be reddif
accordingly. We start by considering the updat¢hefwell-
formed encryption. In order to efficiently managkist
operation, we adopt a strategy proposed by us Jirthat
incrementally maintains the well-formed encryptidsy
changing all and only those portions of the documerich
are really affected by the operation, without tleed of re-
encrypting the document from scratch. A modificataf the
well-formed encryption obviously implies an updatethe

corresponding SE-ENC document. More precisely, each

node to which the newly inserted policy applieswadl as

each node to which a revoked policy does no mogyap
must be re-encrypted by using the encryption key
corresponding to the policy configuration formederfthe
modification. Thus, the SE-ENC document must beatg
with these new encrypted portions. By contrasteesithe
query template does not contain data content,pitate can
be executed by inserting only the new policy camfiions,
and the new Merkle signature computed after thetgpdt is
important to note that even if some nodes are @tedywith
new generated encryption keys, we do not needrd keys

generate the Merkle signature of the updated SE-ENG users, since according to hierarchical key memmsgmt

document and store it into tipeiblisher'sentry.
(1).iv. The update of the query template can becetesl
by modifying and storing into theublishersentry only those

scheme users are able to locally generate the nexypion
keys.

portions that are effectively affected by the node User credentials updatesAn update to a user credential

modification. More precisely, the only portions tmeed to

could change the set of access control policiesapply to

be updated are those regarding an eventual neveypolthe considered user. This obviously impacts keyagament

configuration and an eventual new set of partitiods/

encrypted keywords implied by the content modifaai.e.,

PC attribute and Query-Info element in the Sec-klfament
corresponding to the modified node). Finally, thener

regenerates the Merkle signature over the updateztyq
template, and stores it into thablisher'sentry.

in that key delivering is performed on the basisaotess
control policies satisfied by user credentials. §hiéia user
credential update makes a policy no longer satisbg a
user, the system has to ensure that the userlnger able
to use the key associated with that policy to excie
corresponding data. This implies the revocation tloé
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encryption key and its replacement with a new one.

Obviously, this requires an additional effort tastdbute the
new key to all the other interested users, thaallsysers to
which the policy still applies. However, wrt thiseyshead we
can make some important considerations. We retait t
credentials are sets of properties possessed bg. USech
properties can be classified into two grougiatic properties

and dynamic propertiesThe first represents user properties

that do not change during the life of the user.ripi@s of
such properties are the date of birth or the SSbuidbisly
for this kind of properties no updates are expecaed thus

the system does not have to manage the probleneyf lhl]

revocation. By contrast, dynamic properties canngba
during the life of the user. An example of theseperties is,
for instance, the role that an employee plays in
organization. However, to minimize the required rbead a
possible solution is to exploit a key managemehése able
to constraint the validity time interval of the eypution keys
(for instance, the one proposed [2]). Indeed, asiptes
solution is to associate temporal encryption keith access

control policies whose user specifications depend d19]

dynamic credential properties. The key validityipércan be
set by estimating the frequency of properties ugglat hus,
once the life time of the temporal key has expitad,system

should generate a new one to be associated with tﬂg]

considered access control policy.

10. Conclusion

In this paper, we have presented a comprehensiveefvork
for secure outsourcing of XML data, by mainly foicson
confidentiality and completeness enforcement.

framework makes use of different encryption strizegnd
non conventional digital signature techniques.He paper,
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besides describing the underlying techniques, wee haAuthor Biographies

presented the XML data structures we have desigmed
support of the proposed framework. Additionally, have
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described the prototype system we have developet afcurity and privacy for innovative applicationiel XML data sources,

discuss the overhead implied by update managenietieo
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We plan to extend the work reported in this papgeng
several directions. First, we are currently perfagnan
extensive performance evaluation of the proposesery
Additionally, we plan to consider further secunisoperties,
such as for instance privacy and ownership prancti
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