Journal of Information Assurance and Security 1 (2008) 59-66

Hierarchical Multi-Party Key Establishment
for Wireless Networks

Sigurd Eskeland

Vladimir Oleshchuk

University of Agder
Grooseveien 36
N-4876 Grimstad, Norway
{sigurd.eskeland, vladimir.oleshchuk} @uia.no

Abstract: A common property of practically all multi-party key
agreement protocols is that they are non-hierarchical, i.e., they
do not support user hierarchies. However, in real life it is likely
that members of groups and organizations differ in ranking ac-
cording to their job positions. Thus, it is reasonable that partici-
pants of a certain ranking could access more privileged informa-
tion than participants of lower rankings. Hierarchical access con-
trol (HAC) schemes address this issue, but in contrast to provide
secure distribution of hierarchically-arranged short-term session
keys, HAC schemes provide secure distribution of hierarchically-
arranged long-term, predefined keys. In this paper, we present an ef-
ficient hierarchical multi-party key agreement protocol that is well-
suitable for wireless networks. We also present a closely related
hierarchical centralized key distribution protocol for totally-ordered
and partially-ordered security classes.

Keywords: Cryptographic protocols, conference key agreement,
hierarchical key distribution.

1. Introduction

Key establishment protocols can be categorized into key
transfer protocols and key agreement protocols. Regarding
key transfer protocols, one entity generates and transfer a se-
cret session key securely to one or more participants over
an insecure network. In key agreement protocols, the users
actively participate in the establishment of the secret shared
session keys by collaboratively contributing themselves to
the values of the keys. Key agreement protocols for groups
or teams of more than two participants are known as multi-
party key agreement or conference key agreement protocols.
Several conference key agreement protocols has been previ-
ously proposed, see e.g., [1, 2, 3, 8], and common for these
is that they are non-hierarchical, which of course is suitable
when the group members have same ranking. However, in
real life, it is likely that there are circumstances and job situ-
ations where the participants have different rankings accord-
ing to their job positions. Individuals of higher ranking are
entrusted more privileges and thus more confidential infor-
mation than the participants of lower ranking. For example,
in the medical scenario, medical care is provided by medical
teams that are
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composed of doctors and nurses where the doctors have a
higher ranking than the nurses. Doctors are thus likely to
be entrusted more confidential medical information than the
nurses of the same team. Assuming that medical data is rep-
resented by means of electronic patient records, it is essen-
tial that the medical data is transferred securely to the legit-
imate team members according to their ranking. This could
be achieved by means of encryption which requires secure
establishment of shared secret keys according to the user hi-
erarchy.

In this paper, we present a hierarchical multi-party key agree-
ment protocol suitable for ad hoc wireless networks. It com-
plies with an hierarchical arrangement of user classes (or se-
curity classes) where each user is associated with one se-
curity class that correspond to his or her job position. The
protocol enables the participants to secretly establish one se-
cret hierarchical session key for each security class — sub-
sequently referred to as class key. Moreover, we present
a closely related hierarchical centralized key distribution
scheme, where class keys are originates from one party.

An essential security property is that the participants of any
given security class can obtain the secret class keys that are
established by their own and underlying security classes,
while it is computationally infeasible to obtain class keys of
overlying security classes.

II. Related work

The concept of hierarchical key agreement protocols seems
to be somewhat absent in the literature. Hwang et al. [4]
proposed a hierarchical key agreement protocol based on the
multi-party key agreement key protocol in [7] that incorpo-
rates a hierarchy of classes that enables the participants to
securely establish class keys for each class. Moreover, the
participants of a given class can obtain the class keys of the
underlying security classes, while it is prohibited that class
keys of overlying security classes can be obtained. Unfortu-
nately, the protocol provides no means to verify the user
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levels which allows any user to pretend to have a higher rank-
ing than his or her legitimate ranking. Thus, the protocol fails
to provide secure and trustable user hierarchies.Another ma-
jor disadvantage is that it is highly inefficient due to that the
number of rounds equals the number of participants. Eske-
land proposed an efficient hierarchical key agreement proto-
col that requires only two rounds of broadcasting [5]. An im-
proved version with increased computational efficiency and
improved user authentication was published at the Third In-
ternational Symposium on Information Assurance and Secu-
rity [6] whereof this is an extended paper.

Hierarchical key establishment is not to be confused with
hierarchical access control schemes (HAC) and tree-based
key management schemes (TBKM). Hierarchical access con-
trol is a class of cryptographic schemes that supports es-
tablishment and deduction of long-term predefined crypto-
graphic keys that are hierarchically arranged, so that users of
a given security class are able to securely compute such keys
associated with their own and underlying security classes,
while computation of keys associated with overlying secu-
rity classes is prevented.

While the hierarchical key establishment schemes presented
in this paper provide secure ad-hoc establishment of a hier-
archy of “fresh” sessions keys, (referred to as class keys),
HAC schemes do in contrast enable computation of prede-
fined static keys from a key hierarchy. Providing compu-
tation of hierarchical predefined keys and not hierarchical
sessions keys is reasonably a considerable limitation of the
applicability and usefulness of such schemes.

However, due to access control purposes, many HAC
schemes are compliant with user dynamics, i.e., inclusion
and exclusion of users and corresponding renewal of hier-
archical keys for the pertaining security classes. Examples
of HAC schemes can be found in [14, 15, 16, 17].
Tree-based key management schemes can be regarded as
centralized key distribution where the users of a group es-
tablish a key tree where the users are arranged as leaf nodes
of the tree. Due to the to tree structure, it allows them to
obtain a common key that is the root. Thus, such schemes
are not hierarchical due to that the users obtain one shared
secret key. Examples are Tree-based Group Diffie-Hellman
agreement [18], and others in [19, 20]. An essential issue
about HAC and TBKM schemes is support of group dynam-
ics (joining and leaving of users) so that protocol re-run is
not necessary for each user update.

III. Preliminaries

A. Security properties

The security properties of the hierarchical multi-party key
agreement protocol presented in Section 4 are as follows:

« Class key confidentiality. Only legitimate participants
(or insiders) must be able to establish and obtain the
class keys (or hierarchical session keys). It must not be
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possible to deduce new class keys by means of former
class keys of any security classes.

« User key confidentiality. It must be prevented that long-
term secret user keys can be disclosed.

« User authentication. It must be securely established that
each member is a genuine member of the claimed secu-
rity class. Thus, user authentication must include certi-
fication of the pertaining security class of each user.

« Forward secrecy. Compromise of long-term secret user
keys must not reveal formerly established class keys.

o Direction. The hierarchical multi-party protocol pro-
vides one secret class key for each level of the user hi-
erarchy. It must be provided that each user of a given
security class can only obtain class keys that are associ-
ated to his or her own and underlying security classes,
and prohibited that class keys of overlying classes can
be obtained.

The proposed schemes are broadcast-oriented and efficient,
and are thus well-suitable for ad hoc wireless networks.
Broadcasting efficiently distributes the key establishment
messages from user user to the others, but allows an adver-
sary to easily eavesdrop the key establishment messages. We
can moreover assume that an adversary has been a former
participant and may hold former keys. Consequently, the
security properties must be satisfied in presence of passive
adversaries with such capabilities.

An active adversary can modify (i.e., add, replace, replay)
any broadcasted messages he or she wants. The adversary
may, for example, attempt to impersonate any legitimate user
by replaying old messages where the associated former class
key is known. It must be infeasible to compromise the pro-
tocol without being detected or that the protocol does not
terminate.

No online trusted party for is required establishment of class
keys.

B. Hierarchical preliminaries

LetU = {P,..., Py} denote a team or group of m partic-
ipants where each participant P; € U is associated with a
hierarchy level and where L; denotes the hierarchy level of
P;. We assume that each security level ¢ contains one secu-
rity class Sy C U that includes all participants of that security
level:
Se={Pj|P;jeld and (=L;}

where ¢ € {1,..., A} and X denotes the top security level.
We have that the security classes are partitions of I/ so that

U si=u

1<i<A

and  S;NS; =0

where ¢, j € {1,...,\} and i # j. Thus, each participant
P; € U is associated with one security class such that P; €
Sy forsome 1 < ¢ < \.
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We denote the hierarchical ranking of the security classes ac-
cording to the relation < so that
S; < Sj if 1<y
which indicates that S; has a higher ranking than S;. The

higher security level, the higher is the ranking in the hierar-
chy.

IV. The protocol

In this section, we present the hierarchical multi-party key
establishment protocol. It allows any composition of hierar-
chically ranked participants to establish of a corresponding
hierarchy of conference keys over ad hoc wireless networks.
Authentication allows any participant to detect if the hierar-
chical user arrangement is compromised, i.e., if a participant
pretends to have a higher ranking than his or her legitimate
ranking. The protocol is based on [5, 6] which are partly
based on the multi-party key agreement protocol in [1].

A. Initializations

A trusted third party (TTP) is required to provide the long-
term secret user keys which are the basis for the user authen-
tication of the protocol. The TTP has thus not a part in run-
ning the protocol. The TTP computes the composite modulus
n = p - q of two distinct secret large prime numbers p and
q. According to the RSA cryptosystem [9], the TTP selects
a number e that is relative prime to ¢(n) = (p— 1) - (¢ — 1)
and computes the secret key d sothat e - d = 1 (mod ¢(n))
where e and n are public.

For each user P; € Sy, the TTP computes an identifier as
the hash of the concatenation of user identity /D, and the
pertaining user level L; as id; = f(ID;|L;) where f is a
secure one-way function. Based on id;, the TTP computes
the secret user key

s; =4d¢  (mod n)

The secret long-term user keys are confidentially distributed
to the respective users.

B. User arrangement

In agreement with the directions in Section 3.2, the users
are arranged in increasing order according to their ranking.
Moreover, we assume that within each security class and
across the security classes, the users are linearly ordered.
This means that the members of I/ form a sequence or string
of users arranged in increasing order according to their rank-
ing, where P; € S; denotes the sequentially first user and
P,, € S) denotes the sequentially last user. The users P;
and P;; are adjacent for 1 < i < m.

The sequential user arrangement implies that if P; € Sy is
sequentially positioned first in .Sy, he or she is adjacent with
P;_1 € Sy_; of the underlying class Sy_1. Thus, ¢ = L; 1+

1 = L;. Likewise, P; € Sy is positioned at the end of .Sy if
£:L¢+1—1:Li.

The participants could, for instance, be ordered within each
security class by sorting according to their identities. To en-
sure different user order for each session, the users within
each security class could be ordered according to f(ID;,T)
where f is a hash function and 7 is a timestamp. Moreover,
a change in the hierarchy, inclusion of new participants or
participants leaving requires protocol re-run.

C. The protocol

The following cryptosystem is certifiable according to the
identity and the security level of each participant. Partici-
pants pretending to have a higher ranking than their legiti-
mate ranking will be revealed according to the user authenti-
cation. The authentication is analogous to the authentication
scheme of [10, 11]. We assume that the TTP makes n, e, a
public where the element « is of maximal order in Z;,. The
protocol goes as follows:
Step 1. Each participant P; € U, 1 < ¢ < m, generates
a random secret number r; € Z,, and computes and broad-
casts

x; =a"

(mod n)

Step 2. Each participant P; for 2 < ¢ < m — 1 computes

v; = ki—l,i — ki2,i+l (I'IlOd ?’l)

where k;_1; = ;" (mod n) and k; ;41 = 7}, (mod n)
are secretly established Diffie-Hellman keys that are shared
between P; and P;_;, and P; and Py, respectively. The
squaring of the second term of v; is to ensure the one-way
security property so that P; € S, cannot obtain class keys
K for higher classes where [ > /.

The participants P; and P,,, who do not have two adjacent
users, compute a number linking to the current session, say,
v; = cfor j € {1,m} where ¢ = f(z1|x2|...|zm) rep-
resents the current session due to the concatenation of the
session dependent numbers and f denotes a secure one-way
function. For authentication, each user P; € U computes

ri-f(zi,0i,¢) (mod n)

W; = 8§; -«
Each participant P; € U broadcasts (ID,, L;,v;, w;).
Step 3. Authentication. Each participant P; € U authenti-
cates the other participants P; € U, © # j, by verifying

€

?
wj:

id; - xf(wj’vj’c) (mod n)

where id; = f(ID; | L;).

Step 4. Class key establishment. We define the class key
K, for a given class S as the DH key k; ;1 established of
the sequentially first participant P; € S, of that class and the
adjacent participant P; . Thus, { = L;_; +1 where Ly = 0
is the initial condition.
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Due to that the users are sequentially arranged in agreement
to the increasing ordering of the security classes, each partic-
ipant is able to deduce the DH-keys of the preceding partic-
ipants, i.e., participants of underlying security classes. The
converse is prohibited according to the one-way property.
Each participant P; € S, can compute the secret DH keys
preceding participants k;_1 j, ¢ > j, according to the recur-
rence relation

kj—Lj = Uy + k?,j+1 (HlOd Tl)

Accordingly, P; € Sy can compute the class key of his or
her security class and underlying class keys K, 1 <y < /4,
according to

K, = kj o1 = a0 (mod n)

where P; is the sequentially first participant of S, i.e., vy =
Lj,]_ + 1 where Lo =0.

Each participant P; € U can verify that preceding partici-
pants P; € U, j < 1, have computed v; according to the
protocol. This is done by checking that

%2

j—1.J

[1-

’Uj2- -2 ~Ej,17j . k]2-_’j+1 + k;-{jﬂ (mod n)

holds where %j,l’j is the deduced candidate DH key.

D. Example

To illustrate the protocol and hierarchical user arrangements,
here is an example of 7 members of two security classes,
Sl = {Pl,PQ,Pg} and SQ = {P4,P5,P67P7}, where
S1 < S5. In agreement with Step 4, P; € S, holding ke 7,
computes the class key of Sy according to

Ko =v5+ (v + k§77)2 =ky5 =a”*"™ (mod n)

Next, P; € S5 obtains the class key of the underlying secu-
rity class S7 by computing

K, = 1}2+(1}3 + (vg + 1@%75)2)2 =ki2=0a“1 (mod n)

V. Security analysis

Class key confidentiality. Key secrecy is based on the Diffie-
Hellman computational problem, meaning that knowing o
(mod p) and o¥ (mod p) where p is a large prime, it is
infeasible to find o*¥ (mod p). Also note that due to the
Discrete Logarithm Problem, it is computationally infeasi-
ble to deduce x given o (mod p). Accordingly, this holds
for our scheme given where two participants P; and P;_;
respectively hold the secrets r; and r;_;. Given the public
numbers " (mod p) and a*"~* (mod p), the shared se-
cret «"i-1" (mod p) is protected due to the Diffie-Hellman
computational problem.

User key confidentiality. Note that w; is composed of two se-
cret factors, s; and a”'/ (i,4,¢) Dye to the RSA assumption
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where ¢(n) is unknown because of the unknown factoriza-
tion of n; given e, it is computationally infeasible to obtain
e~! = d (mod ¢(n)). This effectively prohibits that secret

user keys can be obtained as ialge R (mod n) given id;.
Accordingly, given z;, it is computationally infeasible to
obtain o’ since it is computationally infeasible to find
f(xi,v;,¢)71 (mod ¢(n)) due to the RSA assumption.
Moreover, due to the Discrete Logarithm Problem, it is com-
putationally infeasible to obtain r; given x;, which prevents
establishment of o"™. This prevents deduction of the se-
cret factor +'/(#::%:¢) which accordingly protects the secret
user key s;.

Direction. The one-way property prohibits that P; € .Sy can
obtain K if S; < S;. This is ensured by squaring the last
term of v;. Since # is the product of two large secret primes,
the value of ¢(n) is unknown, and it is thus computationally
infeasible to find roots in Z,,. In order to obtain the succeed-
ing secret DH key ki+1,i+2a P; € U, holding kji,i—i—l, must
solve

kit1i42 = Vkit1,i42 — vig1 (mod n)

= \/ki,i+1 — (kiiz1 — k71 440)  (mod n)

= k142 (modn)

which is computationally infeasible since the factorization of
n is unknown.

It is essential that each user P; € U computes v; according
to the protocol. The protocol could be subverted if a mali-
cious user P; € U would broadcast v; = kj_1; — kj j+1
(mod n) since this would break the directional property, al-
lowing P;_; to deduce k; ;1. Attempts of such violations
will, however, be detected by an honest participant who will
deduce the candidate DH key as @j,l,j = v+ k2, =
ki1, —Fkj 41+ ka‘,j+1~ This will cause that the verification

vi = (kj1j — ki)’

7é kJZ»_Lj — ij—Lj kj,j_;,_l + k;l,j+1 (HlOd n)

does not hold, and the protocol aborts.

User authentication. User authentication is analogous to that
in [10, 11], and is achieved due to the user signature com-
puted by each user P; € U. The user signature is constituted
by

er;

T, =« (mod n)

i F(@izvise) (mod n)

w; = S;

where r; is secretly known only by P; € U, and s; is the
secret long-term user key.

An adversary may attempt to forge a valid signature w; by
raising it to a power a = f(2,v},c’) that represents an-
other context according to

a
w; =w;”  (mod n)
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This will fail since wj will correspond to id; = id?j
(mod n) which means that the adversary must overcome the
difficulty of reversing the hash function f by finding D; and
L’ sothatid; = f(ID}|L}).

A similar authentication scheme is found in [12] where the
verification is analogous to

Y5 < ID; ~£C£(T) (mod n)
where 2; = o™i (mod n), y; = s; - '3 7T (mod n)
and 7 is a timestamp. This scheme is not resistant to the
Extended Euclidian Algorithm attack [13]. If e and f(T)
are relatively prime, we can find two integers u, v, so that
e-u =1+ f(T)-v. An adversary can thus pick a valid id,
and compute z; = I D} (mod n) and y; = D} (mod n).
The attack succeeds in the scheme in [12] because

T u\e 1
ys = ID; )" = (ID})* = ID; - (ID})! ™ (mod n)

This attack is thwarted in our scheme since x; is included in
certifying power f(x;,v;,c).

Forward secrecy is defined as when a long-term key is com-
promised, class keys that were previously established using
that long-term key should not be compromised too [8, p. 50].
Compromise of long-term user keys would enable an adver-
sary to obtain arif(@ivise) given w;, 1 < ¢ < m. As noted,
the secret r; is protected due to the Discrete Logarithm Prob-
lem. Thus, the pertaining k; ;41 or k;_1 ; cannot be deduced
by means of long-term user keys, and forward secrecy is pro-
vided.

VI. Generalizing the protocol

The protocol presented in the previous section can be put in
a more general form. In the general representation, any two-
party key establishment scheme, user authentication scheme
and one-way function could be used as building blocks,
whereas the given security assumptions would consequently
then rely on the actual security properties of the applied
building blocks. Since user authentication may or may not
be integrated to key establishment, we will here only con-
sider the general class key establishment.
The same assumptions about user alignment apply for the
generalized protocol so that the users are sequentially ar-
ranged in increasing order according to their ranking. Given
any secure two-party key establishment protocol, each par-
ticipant P; € U establishes the secret session keys k;_1 ;
(if ¢ > 1) and k; ;41 (if ¢ < m) shared respectively with
P,_1 €U and Pi+1 ceu.
Then P; € U computes and broadcasts

vi = ki1, — f(kiiv1)
where f is a secure one-way function. Note that the com-
putations could be modular or non-modular. This could in

practise depend on the integer size of actual implementa-
tions. However, avoiding the modulus operator would ob-
viously increase the computational efficiency.

A further generalization pertains operators which has so far
been confined to subtraction and addition. Division (and sub-
sequent multiplication for class key restoration) would work
fine, but should be modular since computations involving
real numbers should be avoided:

ki1
f(kiit1)
Nevertheless, addition is more efficient than multiplication
and would thus be more preferable. Lastly, the bitwise XOR

operator could be applied for the best computational effi-
ciency:

Ui = (mod p)

vi = ki1 @ f(kiiv1)

Application of the bitwise XOR operator requires conse-
quently that the number of bytes of the keys k;_; ; and the
output of f are equal.

Computation of preceding keys and class keys would be in
agreement with the respective recurrence relations

vj+ f(kjj41)
vj - f(kjj+1)
v; @ f(kjj+1)

ki1, = (mod p)

where, in agreement with Step 4 in Section 4, P; € S, can
compute K, = k; j1 for 1 < < £if P; is sequentially
firstin S, i.e.,v = Lj_1 + 1 where Ly = 0.

Note that, for example, if the applied one-way function is a
hash-function, the verification Step 4 in Section 4 would not
work.

VII. Centralized key distribution

In this section, we present a centralized key distribution
scheme that is based on the key establishment protocol in
the previous section. By centralized we mean that one entity
initiates the protocol by means of hierarchical public param-
eters of the pertaining group. This is in contrast to the pre-
vious protocol where all participants depend on the others in
order to establish and deduce the secret hierarchical session
keys.

As follows, the centralized key distribution scheme is pre-
sented respectively for both totally-ordered and partially-
ordered security classes. Moreover, all participants of each
security class share a long-term secret key that is associated
to that class.

A. Security properties

In the previous protocol, the hierarchical session keys (or
class keys) are established and deduced as a function of user
inputs where each user contributes with session-dependant
inputs. In the following centralized protocols, the class keys
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are established as a function of the public parameters rep-
resenting a team, the secret long-term hierarchical keys and
a random number. Thus, the correct class key can only be
established by means of the proper secret long-term hierar-
chical key.

An essential security property of our scheme is that although
participants of a given security class may compute class keys
of underlying security classes, it should be prevented that any
given class may deduce secret long-term hierarchical keys
of other classes, i.e., long-term hierarchical key confidential-
ity. A reason why this is essential, is that such keys could be
used for other applications and purposes as well whereof par-
ticipants of other security classes may not be involved with.
Consequently, it must be ensured that long-term hierarchi-
cal keys remain undisclosed, even for participants of higher
rankings.

Note that since any party could initiate key distribution with-
out not necessarily possessing any pertaining long-term se-
cret user keys, this party would be prevented from obtain-
ing the corresponding hierarchical session keys. Since key
transfer protocols allow one party to securely transfer a se-
cret key to other parties, the following protocol qualifies as a
key transfer protocol only if the initiating party possesses the
pertaining long-term secret user keys.

The centralized protocols do not have explicit user authenti-
cation like the previous protocol. However, since user au-
thentication is based on the assumption that only the le-
gitimate users hold the pertaining secret long-term keys
(whereof key correctness depends), user authentication is an
implicit property of the protocol. Thus, the centralized pro-
tocols provide implicit user authentication, key secrecy and
hierarchical one-way security property. The security proper-
ties comply with the previous protocol except that forward
secrecy is not supported.

B. Totally-ordered centralized protocol

In this subsection, we present the totally-ordered centralized
version of the protocol.

Initializations. Let n = p - ¢ where p and g are two large dis-
tinct primes, and let a be an element of maximal order in Zy,.
The trusted third party (TTP) that sets up the scheme ran-
domly generates A secret long-term hierarchical user keys,
kj € Zgeny. § € {1,..., A}, so that each user in the security
class S; is confidentially handed the pertaining k;. The TTP
computes for each S; C U the public parameters

Y={y; = aFi— 2kt (mod n) |1 <j <A}

Key establishment. One particular party is required to initi-
ate the protocol. We refer to this party as the registry. This
could be any of the participants or an arbitrary outsider. The
protocol goes through the following steps:

1. The registry selects a random number r, computes and
broadcasts

zj=y; (modn) and R=a" (modn)
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for each security class S; C U.

2. Each participant in S, computes the class key referring
to his or her security class according to

K;=R* (mod n)

In general, each participant in S, computes the class
keys K; of his own and the underlying security classes
S;, 1 <& < faccording to

(2 . R(Qi'ke)

2
NS R

{—1 )
_ R(Qé_]w) . H Z(2J)
j=0

K;=RF = (mod n)

it; (modmn)

Example. Given a 4 level totally-ordered hierarchy, each par-
ticipant in Sy would compute K; = z; - z% . z§‘ . R8ka
(mod n), etc.

C. Fartially-ordered centralized protocol

The protocol for partially-ordered security classes is basi-
cally the same as the totally-ordered centralized protocol
other from its more general hierarchical capabilities.
Definitions and notation. Let Y = {S1,...,Sx} be A dis-
joint security classes. Let H C U x U be the binary relation
where (S;,5;) € H iff S; is an immediate predecessor of
S; and where the users in .S; have a higher security clearance
than the users in S;. A partially ordered set (U, H) can be
represented by a Hasse diagram where an edge from S; to S
represents (S;,.5;) € H.

H* denotes a reflexive transitive closure of H. Let
S; = S; iff (S;,8;) € H*. This means that the users
in S; have a security clearance higher than or equal to
the users in S;. Fig. 1 shows an example of a par-
tially ordered hierarchy defined by the relation H =
{(S6, S5), (S, 54), (S1, S3), (84, 52), (93, 51), (52, 51) }-
For example, (Sg,S4),(S4,52) € H implies that
(SG, SQ) € H*.

Initializations. The TTP generates long-term secret user keys
as in the previous subsection, and computes the long-term
public hierarchical parameters Y according partially-ordered
hierarchical structure of the group U/.

For each edge (S;,5;) € H, the TTP computes the public
parameters

Y ={y;; =" (modn)|(i,j) € I}

where Iy = {(i,5)|(S;,5;) € H}. Thus, |Y| = |H]|.

The example in Fig. 1 corresponds to Y =
{y6,57 Ye6,45 Y4,35 Y4,2, Y31, y2,1}-

Key establishment.

1. The registry selects a random number r, computes and

broadcasts
Z = {z;= Yi ; (mod n) |y;; €Y} and
R = o (mod n)
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Figure. 1: Example of a partially ordered hierarchy

2. Each participant in S, computes the conference key re-
ferring to his or her security class according to
K;=R" (mod n)
If there exists an edge (S;,S;) € H, then K can be
computed if K; is known:
Kj =z, K}

(mod n) where z;; €2

Thus, in general, if Sy ; € H™, then each participant in S,
can recursively compute K.

VIII. Conclusion

In this paper, we have presented an efficient hierarchical
multi-party key agreement protocol that enables an arbitrary
number of users of \ security classes to establish a secret
class key for each security class. It provides user authenti-
cation, and allows users in a given security class to obtain
the secret class keys of the same and underlying security
classes, while no user can obtain class keys of overlying se-
curity classes. It is broadcast-oriented and requires only two
rounds of broadcasting, and is thus well-suitable for wireless
networks.

We have moreover presented a centralized hierarchical key
distribution scheme based on the former that supports totally-
ordered and partially-ordered user hierarchies.
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