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Abstract: This paper explores authentication techniques
based on pictures as a possible solution to the most impor-
tant problems concerning traditional passwords. The aim of
this work is to bring together the technical (cryptological )
and non-technical (psychological) awareness into the resarch
on passwords. Security issues of any authentication mecha-
nism (relying on knowledge) should not be considered with-
out analysis of the human factor since the users' human
nature was identi ed as a source of major weaknesses of con-
ventional authentication. Several issues of security and pos-
sibility of practical application were discussed in the pap er.
In the rst place the statistically signi cant superiority of
picture passwords over alphanumerical ones was presented.
Then, it was shown that the crucial weaknesses of the picture
passwords follow less from pictures locations and more from
their meaning and ability to be recognized. Moreover, the
techniques leading to resistance to "key logging' and ‘moug
tracking' were discussed. Finally, methods guaranteeing that
users choose dissimilar, personalized and cryptographicdly
strong graphical passwords were proposed.
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1 Introduction

According to recent reports, many researches and statistics
from real systems, there are many vulnerabilities and threats
typical of alphanumerical passwords. As usual, the users are
‘the weakest link in the security chain'. One of the ma-
jor problems is the di culty of remembering passwords, the
other, ignoring security requirements. Users tend to create
either too short passwords or passwords that though long
enough are easy to guess. There is an informal rule stat-
ing that passwords easy to remember, are mostly also easy to
break. According to Schneier [1], passwords' length distri bu-
tion based on 34,000 users shows that 65% of passwords have
only up to 8 characters and almost 95% up to 10 characters.
Other research [2] shows that only 17% of the inquired IT
professionals use complex passwords (including letters, mm-
bers and symbols) and 72% stated that they almost never or

never change their access codes. 52% of professional users

tend to share their passwords and 65% of them have only one
or two passwords to access the majority of services. A study
of information contained within the passwords [3] shows tha t

characteristics thereof, where 32% contained names of peofe,
places or things. The common constructions involve full inf or-
mation in the passwords  75%, partial  13.5%, or combined

7.5%. Almost all respondents reuse passwords on aver-
age 4.45 passwords are used in 8.18 systems. On the other
hand, strong passwords imposed on users bring no solution
as well  people cannot and/or would not remember strong
passwords and write them down instead. According to [4]
we can say: there will be either about 80% remembered but
weak passwords (created by users) or 80% strong passwords
(generated by the system) but written down.

Many alternative authentication solutions have been in-
vented and developed to ensure the proper security level in
order to avoid weaknesses of traditional methods. One group
of techniques (involving a physical factor in the authentic ation
process “something you have') focuses on utilizing all kinds
of tokens, one-time passwords, magnetic stripes and proxim
ity cards, iButtons, cryptographic cards, etc. The other ki nd
of research makes use of methods (called “something you arg'
based on biometric information like ngerprints, voicepri nts,
the patterns of blood vessels on the eye retina, the topography
of the eye iris, the geometry of the hand, facial patterns, DN A
codes or even thoughts (cerebral waves). However, all of the
aforementioned solutions have two signi cant disadvantag es.
First, they may become unacceptably expensive when a large
number of users are involved. Second, access to the system is
strongly dependent on the suitable interfaces  which makes
such methods comparatively less universal (in the context of
mobility) and in some cases, impossible to use. Additionally,
biometrics is extremely vulnerable to a replay attack the
personal information is hard to hide (face, ngerprints) an d
cannot be changed.

In the past few years we have been observing a grow-
ing interest in graphical authentication techniques those
of knowledge-based methods, which include graphical as-
pect(s) in the authentication process. There are a few dis-
tinct grounds, which aroused the interest in graphical tech -
niques. There are methods particularly useful for mobile de-
vices and/or systems that have no keyboards [5], methods
resistant to shoulder-sur ng attacks (enabling to log in “in
the crowd') [6], there are also advantages coming from resis
tance to malicious software (malware). Notwithstanding, t he
leading inclination is still to construct a system, which wi |l
prevent from choosing trivial passwords and which will al-
low to remember passwords with the cryptographically prope r

66% of users' passwords are designed making use of personal length.
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2 Picture Passwords Superiority

There is no psychological research which can directly justify
the superiority of graphical authentication although there
are publications that points at the picture superiority e ect
as a proof of picture passwords superiority. This phenomenon
(introduced by Nelson et al. in 1976, [7]) states that pictur es
are much more likely to be remembered than words. However,
in the experiments both pictures and words characterize the
same concepts, e.g. word “cat' versus “a drawing of the cat'

there is no knowledge about various sequences of pictures
versus various sequences of keyboard characters. At the sara
time, there exists Paivio's dual-coding theory [8], saying that
both visual and verbal information is processed dierently
and along distinct channels. Concrete concepts presented @&
pictures are encoded into both systems; however, abstract
concepts are recorded only verbally. On the basis that sepa-
rate information representations are processed in each chanel
there exists a part of Pavio's theory called coding redundancy
hypothesis It states that \memory increases directly with the
number of alternative memory codes available for an item".
It seams to be the most important argument in favour of pic-
ture passwords when the users both name and picture their
passwords  but we also do not know how single characters
or their sequences will be coded in comparison with picture.
Each symbol can arbitrarily represent something else than
itself and unique composition of the symbols can trigger o
distinct and various associations for each person.

Moreover, there are series of interesting researches, whih
can help to understand how to create e cient methods based
on graphical materials. For example, study of what kind of
information will be remembered over relatively long period s
of time [9]; how people remember nonsensical material and
what are the conditions to improve memory for pictures [10];
what is the role of prior knowledge in recognition [11]; what is
the in uence on memory when words and pictures are or are
not recognized [12]; how we recognize pictures with or with-
out additional details [13]; what is the in uence of symmetr y
in the remembered material [14] and how can we manipu-
late with the colour (vs. b&w), high versus low information,
semantic versus sensory processing [15]. These (among oth-
ers omitted) can be only a clue to understand which factors
should be taken into consideration when constructing the au -
thentication mechanism, but none of them answers the ques-
tions about superiority or strong and weak points of picture
passwords.

In order to conrm picture password superiority three ex-
periments were conducted (two preliminary). The rst one
was constructed to be possibly close to the real authentica-
tion systems  subjects created the passwords themselves.
Unfortunately, instead of the thesis, the tendency in passw ord
selection was perfectly con rmed. In spite of instruction ( to
take particular care over creating non-trivial passwords) par-
ticipants chose passwords like duckonduck' or “0alb2c3d4
in the case of alphanumerical passwords; likewise chose row
column or diagonal of the graphical keypad in the case of
picture passwords (the more sophisticated ideas of graphial
passwords were based e.g.
Once again the adage that “system fails when users pick the
passwords on their own' founds con rmation. The second of
the pilot study examined the proper length of the sequences
(of pictures and characters) to be remembered the sequence

on moves of the chess knight).
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was established as 25 elements.

Hypothesis. Because there was no prospect of subjects
choosing passwords for themselves, the hypothesis was es-
tablished as follows \Random sequences of pictures will be
recalled from the long term memory better than random se-
quences of alphanumerical (keyboard) characters".

Method.

According to the hypothesis and the aforementioned pre-
liminary experiments participants were asked to memorize t he
sequence consisting of 25 elements pictures in the one case,
characters in the other.

Subjects. There were 41 participants  male students in the
third year at the Warsaw University of Technology. 21 of
them dealt with pictures and 20 with characters.
Apparatus.  There were prepared four randomly generated
sequences of 25 elements. Characters were generated from
the 90 alphanumerical (keyboard) signs. Pictures were cho-
sen from the set of 90 cliparts. The set consists of colour
pictures, rather simple than complex, and presented recog-
nizable objects.
Procedure. A coin ip' decided which of the tests was given
to the participant (in practice tests were mixed before the
experiment). In the rst part of the experiment subjects had
300 seconds to memorize assighed sequences. The second part
came after 60 minutes (which indicates long term memory)
participants recalled the sequences without time restric-
tion. After that they were asked about strategies used for
memorizing the material.

Results. The responding variable was the amount of cor-
rectly recalled elements from the beginning of the sequence
(up to the rst mistake). There were only several participan ts
necessary to arm picture password superiority hypothesis
with the p<.05. Signi cance level (with the normal distribu-
tion assumption) based on all participants was t(39)=3.16,
p<.0016 or based on Wilcoxon's rank test: p<.0024.

3 Origins of Picture Passwords Crypt-
analysis

As long as the discipline is still new and there is no wide
range of practical implementations, we have no direct obser-
vations on the graphical passwords and we don't know much
about possible attacks on the graphical authentication sys-
tems. Four hypotheses were constructed in order to disclose
vulnerabilities of picture passwords. One the one hand, loca-
tions of the elements (independent and relative) were taken
into consideration. On the other hand, mutual meanings of

the pictures as well as in uence of recognizing possibility were
investigated.

Method.

With regard to the following four hypotheses an interface
was prepared consisting of 60 pictures. Twenty of them (10
pairs) were chosen to have obvious connections (like Christ-
mas tree' and “Santa Claus' Tab.2), twenty were supposed
to be di cult to identify or recognize (Tab.3) and thelaston e-
third of the elements should be neither related to another no r
hard to be named.

Subjects. In the main research there were 300 students at
the Warsaw University of Technology form third up to tenth
semester of study groups: | VI of Table 1.
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Table 1. Characteristics of the experiments' participants .

Group: 1 11 || IV | V | VI|VI VI General:
Number of Subjects:| 69 [ 35 [ 46 | 32 | 60 | 58 | 61 24 385
Females / Males: 3/66|1/34|0/46|3/29|3/57|4/54]3/58 10/14 27/358
Semester of study: 4 5 3 |6-10] 4 6 1 |(18-35)yo]| 1-10

Apparatus. 60 colour pictures (CorelDraw Cliparts) were
used to construct the interface matrix 10 x 6 randomly
placed elements (illustrated on Fig.1).
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Figure 1. Picture passwords keypad matrix 10 x 6
randomly placed CorelDraw Cliparts, [16].

Procedure. The participants from groups | VI (Tab.1) were
asked to choose and remember passwords consisting of 7 el-
ements based on graphical keypad (Fig.1). The participants
were also informed that pictures should be remembered in the
right order and only regarding to the meaning of the elements
(not to the location), because in the second part of experi-
ment the set of pictures will be mixed. There was no time
restriction. There was no second part (based on recall).

Hypothesis H1. The rst elements of passwords will be
placed closer to the top left corner of the keypad than the
randomly chosen. Justi cation: as far as the pictures are
new for the participants there may arise a tendency to choose
the rst element where we usual start reading (papers, books,
etc.) the top left corner.

Results. There were 300 passwords and therefore 300 rst
elements. The distribution of the distance of the rst ele-
ment according to an element chosen by random is illustrated
in Figure 2 (left). In the rst quarter of the distribution

of distance we can observe 2.3x more choices in respect to
the random choices  31% of selections instead of 13.(3)%
expected by random. Based on Wilcoxon's test the level of
signi cance is p<.013 the tendency can be observed, but it
seems to be too weak to taking into consideration by planning
a dictionary attack.
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Figure 2. Distribution histograms: the distance from the s t
element Al clown (on the left); distance between two
neighbour elements (on the right).
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Hypothesis H2.  Two neighbour elements in the sequences of
picture passwords will be placed closer than two elements ab+
sen by random. Justi cation: it is suspected that searching
for the elements and paring those in order to better mem-
orizing can result in closer location between two neighbour
password elements.

Results. There were 1800 pairs (seven elements in each of
300 passwords) intended and unintended by the participants .
The histogram of distance distribution of two neighbour ele -
ments in the passwords according to the two chosen by ran-
dom is illustrated on Figure 2 (right). In the rst quarter
there is even smaller tendency than in H1 (33.9% instead of
25.8%) with the Wilcoxon's test signi cance level is p<.33.

Hypothesis H3.  Elements that are more di cult to recog-
nize (and to be named) will be chosen more rarely than other
elements.

Justi cation: there is an assumption that users will not cho ose
and memorize elements that cannot be described or are di -
cult to named. The twenty “hard to describe' elements were
listed in Table 2 (compare Fig.1). The di culty of an element
was measured by the time of verbal response to the element
and con rmed by research on group VIII (Tab.1).

Table 2. List of the di cult to identify or recognize element s
(compare Fig.1).

A2 A4 A6
Bl BS B7 B9
C2 Cs Cl10
D1 D4 D6 | D7 D10
E2 E5 El0
F4 F9

RIS ER

Figure 3. Numbers of choices: H3 di cult to recognize
elements (brown/dark), H4 pairs (white).

Results. Statistics for 60 pictures based on 2100 choices (on
average 35 choices per one element) are illustrated in Figue
3. The 20 elements of hypothesis H3 (Tab.2) marked with
brown/dark colour were chosen almost 4x less frequently than
the others (excluding H4 intended pairs marked as white).
The evidence for hypothesis H3 is quite strong  null hypoth-
esis was rejected with: p<10 ° (p<10 ? with all elements).

Hypothesis H4.  The pairs of pictures that have a meaning
connection will be chosen more frequently than the elements
chosen randomly. Justi cation: When there is an obvious
relationship between two pictures, memorizing will be easier
(through stronger associations) and what follows those ele-
ments will be chosen willingly. The 10 pairs prepared to have
obvious connection are listed in Table 3.

Because there is no such thing as obviousness in the mean-
ing, 61 rst year students (group VII, Tab.1) were asked to
select 10 most connected pairs from the keypad and order
them from the most meaningful to the least (assigned weights
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from 10 to 1). Both frequency of elements choices and weights
statistics con rmed all chosen pairs.

Table 3. List of the intended pairs in the keypad (compare
Fig.1).

Results. Among 1830 possible pairs (including pairs consist-
ing of the same element), between 1800 pairs being analyzed,
there occur 714 dierent pairs. The list of the top 50 pairs
presents Figure 4 (pairs listed in Table 3 were marked with
the brown/dark colour). One pair ( clown balloons A1 F3)
was chosen only 4 times what put this pair between 93 ™
and 131 place (the other nine pairs are situated in the top
50 list). The 10 H4 pairs collected 143 choices, what by the
expected value 0.984 of random choices per pair, makes the
evidence for hypothesis H4 very strong (p< 10 *°). However,
there appeared a lot of non-intended pairs like A8 F1 (big
car car on re ), C7 E8 (soldier policeman) and F2 F5
(snowman igloo), which have as great popularity as the in-
tended pairs. It shows that we cannot perfectly foresee the
e cacy of the picture authentication mechanism without an
expensive research on users.

Figure 4. Numbers of pair's choices the top 50 list (2.73%
of all pairs & 29.8% of all choices).

4 Conclusions

One of the main requirements when exploring human ten-
dencies is to test a large number of participants. In the de-
scribed research the veri cation of the memorized passwords
was given up. On the one hand we have no screening of ma-
licious behaviour of the participants, but on the other hand ,
it made putting more subjects to the test feasible. It was en-
sured that the participants were convinced that there would
be a second part of the experiment. Moreover, in respect to
knowledge about tendentiousness in picture password selee
tions (rows, columns, etc.) the subjects were informed that
the pictures will be randomly mixed. The outcome was very
good because there were only a few weak sequences (mak-
ing a graphical arrangement)  and being only parts of the
passwords.

However H1 and H2 hypotheses did not reveal very sig-
ni cant vulnerabilities in respect to either independent | oca-
tion of the rst elements or pictures with reference to other
pictures. H3 and H4 show quite important correlations in
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respect to recognition possibilities and meaning of the ele-
ments. Figure 3 shows that the frequency of choosing one
element with reference to another can be in the ratio of 20
to 1 (or even more). Such dierences in popularity can dra-

matically decrease the passwords entropy. In order to choos
a proper set of pictures there will always be a need for reli-
able investigation on human material concerning the contents
of elements techniques leading to minimizing di erences in

choices without expensive research on real interfaces, lage
groups of people and long time observations are thus crucial

5 Discussion of Pros and Cons

There are much more issues (apart from hypotheses) that
should be taken into consideration before practical use of pic-
ture passwords (and related methods based on pictures). This
section is a compilation of conclusions with so far presented
as well as yet not mentioned issues which correspond with
problems of traditional passwords.

Advantages of Picture Passwords

1. There are possibilities of signi cant enlargement of the pic-
ture passwords space. In the traditional passwords, the
base does not exceed one hundredi password space,
b base,n password length). Picture passwords o er
the password base up to ten times larger technically, the
only limitation is the resolution of the screen.

. There is technical possibility to prevent users from choos-
ing trivial passwords. Through the permutation of the
set (only once  after the password creation) the users
are forced to remember their passwords regarding only the
meaning of elements and not the topological placement of
elements (like row or column).

. It's possible to personalize the passwords, which can pre
vent from (common) dictionary attacks. After removing
irregular elements and pairs from the set (according to H3
and H4 hypotheses respectively), chosen passwords will de-
pend only on individual thoughts, associations with one's
past and personal feelings in contrast to the common lan-
guage dictionaries and attacks based on universal strings.

. There is a possibility to make the authentication process
resistant to ‘key logging' and ‘'mouse tracking'. The rst
resistance is obvious (due to not using the keyboard). The
second one is achieved (again) due to the permutation of
the set. But in this case, the permutation table should be
individual for each login name (and/or workstation). As a
matter of fact the sequence of the screen coordinates (users
clicks) will be meaningless without the view of the screen.

Sharing passwords with other users as well as noting them
down or giving them away as a result of a social engineer-
ing attack are much more di cult. While traditional pass-
words can be easily written down or spelled out, giving a
picture password out is very troublesome. The e ect can be
especially intensive when the keypad consists of ambiguous
symbols or symbols having similar names.

. Passwords incrementation e ect (i.e. recurrent and obvi-
ous changes made to the passwords e.g. change from
\2nd SIS#07" to \3rd SIS#08") can be neutralized. It is
because there are no sequences or numbers when the key-
pad pictures were properly chosen (e.g. avoiding signs).
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10.

11.

Even when user changes only one element of the password

it is still hard to guess which one and which is the new
one. Moreover, there is always a way of forcing users to
change their passwords signi cantly by modifying (entirel y
or partially) the set of pictures.

Likewise, the rule \one system one password" can be
asserted by di erent sets of the pictures in those systems
where unique password codes are required.

. There is a possibility for undemanding and inexpensive

implementation (in comparison to biometrics and crypto-
graphic hardware).

There was revealed the picture password superiority over
alphanumeric codes resulting (as presumed) from better
memory for picture passwords, (e.g. in [17]).

There are known a few techniques preventing shoulder-
sur ng attacks, [6].

There are many prospective possibilities (manipulatio n of
the pictures colours, meanings of the elements, personaliz
ing passwords sets) of achieving even better memory abili-
ties and/or constructing much stronger mnemonics.

Disadvantages of Picture Passwords

1.

There is a threat based upon tendentiousness of choices
resulting in decrease of passwords entropy. The most im-
portant e ort is to choose the proper graphical material
for an interface, but only statistical analysis based on lar ge
(enough) group of people can con rm the right choices of
the pictures.

. More time needed to enter the password. Although we

can expect shortening of the passwords (compared with
alphanumerical ones) we should not expect better time
performance in entering picture passwords (even after the
users have learnt the order and placement of elements).

Graphical interface is required which means that the
graphical authentication methods will be less universal (i n
terms of mobility) and troublesome in implementation (in
comparison to traditional passwords).

Conventional picture password method is not resistant to
shoulder-sur ng attacks  there is a better chance to ob-
serve the passwords entered on the screen than the alphanu
merical passwords typed with traditional keyboard.

There are many people who dislike: changes, giving up
their habits, technical novelties, graphical interfaces (i.e.
unix or linux users) and \compulsion to better life" (as in
\we know what is better for you").

We should not forget about visually impaired and blind
people (who are using common internet services as well),
for whom something like graphical authentication interfac e
will be impassable or hard to get through.

The discipline is still new and there may be many attacks,
of which we cannot be aware at the present time.
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