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Abstract A commonly used virtual machine monitor (VMM)
allows multiple operating systems to share physicatdware
resources as virtual resources in a safe manngrovides a strong
isolation mechanism between virtual machines (VMs}his paper,
we state the importance of ID management for arggquurpose
VMM system to enforce security policy on an endrese/ironment.
We present a design of a portable ID managememiefreork for a
security-purpose VMM. Our proposal employs a snwantd (ID
card) for user authentication. The proposed ID mament
framework can provide generic programming interfat® existing
VMM software. Our ID management framework realizas
authentication between a VMM and its users, anaightion for a
VM boot operation, storage of cryptographic keys\fM-layer’s
disk encryption/decryption, and access controlviotual/physical
resources based on a user identity. In this papershow the
prototype implementation of our ID management fraomi and its
integration into the proven VMM software, QEMU.

Keywords ID Management, Authentication, Virtual Machine
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1.

A virtual machine monitor (VMM), also called a hypisor,
allows multiple operating systems to share phydieatiware
resources as virtual resources in a safe mannedeshVMM
technology provides complete isolation of virtuahahines
(VMs) [1]. Especially, a layer of a trusted VMM camithout
modifying a guest operating system, provide usasfid strong
security functions transparently for each VM, saslstorage
encryption, traffic confidentiality using a virtugbrivate

Introduction

for a typical secure VMM system and a problem wegeha
found with it. Section 4 shows the design of ourtaole ID
management framework for a secure VMM system. ttice
5, we present our prototype implementation usiemart card
and middleware systems. We describe our future viork
section 6. We conclude with a summary in section 7.

2. Related Work on a Secure VMM system

A VMM is a technology to encapsulate an operatiysjesm, a
technology which was originally designed and depetbfor
mainframe computers such as IBM VM/370 [2]. It was
intended to support legacy software in a new haredwa
environment. In recent research, some VMM systems
designed for security-purposes have been develdpettis
section, we summarize the related work on secureVWM
systems.

sHype. sHype (Secure Hypervisor) [3][4] is developed by
IBM Research. The subject of the sHype projed ovide a
secure foundation for server platforms. sHype ptesian
access control and an isolation mechanism of \irasurces
in hypervisor software. sHype is intended to previd
mandatory access control (MAC) for inter-VM
communication in VM coalitions sHype is currently
implemented on the Xen hypervisor [5], rHype (Resea
Hypervisor) [6], etc. sHype implementation suppastsne
major security policy mechanisms such as the ChiWgall
policy and the simple Type Enforcement policy. seiypainly

network (VPN) and other access control mechanisons fconsists of: an access control module for virteaburces and

physical resources. We call this kind of VMM systém
secure VMM”. We assume that a secure VMM systenafor
end-user environment is used as a foundation ofirggc
policy enforcement in an organization. In recergeeech,
some security-purpose VMM systems have been degdlop
However, these systems do not consider ID manageamen
the VMM layer. In this paper, we show an ID managetm
framework for these security-purpose VMM systems.

At first, in section 2, we summarize related work o
security-purpose VMM systems such as sHype, NetTepa
and their security mechanism. In section 3, we shawnodel
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inter-VM communication, hypervisor mediation hooks,
callback functions and a policy management VM. sHgso
supports a TPM (Trusted Platform Module)-basedstteon
mechanism [7][8].

NetTop. NetTop [9] is designed by NSA. NetTop is
constructed with commercial off-the-shelf techngloghe
VMware product [10], which started in DARPA-sporedr
research at Stanford University, and the SELinuwad®ost
operating system. NetTop provides security mechais
based on isolation of VMs, reliability of a host @8d VMM
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software. NetTop project also states the importarfid¢eusted
BIOS because all host platform security is depehdenan
initial boot-up process. NetTop mainly providesansparent

VPN VMand aFiltering VM that work with an end-user OS

like Microsoft Windows. NetTop is intended to betis/ed in
a governmental environment. NetTop also providesaire
data transfer mechanism, called the “Regrade” s@natocol,
between two VMs with different security levels. Tregrade
server achieves data transfer based on a tokew-hassy
identity and a regrade policy. It also checks aaditizes
malicious content, and records audit logs. NetTdso a
provides transparent storage encryption and coalg&upport.

Terra. Terra architecture provides a trusted virtual maehi

monitor (T'VMM) that isolates and protects independent virtug

machines [11]. Terra architecture is designed tldl lautrusted
computing platform using VM technology. Terra atebture
supports a remote attestation mechanism to edtablisisted
path. A trusted path is achieved by attestatiotifimate chains
for BIOS, a boot loader and a VM image. Terra alspports
an encrypted disk or an integrity-checked diskha YMM

layer. A prototype implementation of Terra architee
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provides a transparent VPN function for guest ojrega
systems using ¥PN gateway VMThis approach achieves

Strong isolation between VMs

VM #1 VM #2 VM #3
#$
\ / Secure VMM
" \%
! ) -

% )
%

&
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Figure 1. A model for a typical secure VMM system: This
model consists obecure VMM softwaretrusted BIOS a
boot-loader and anattestation mechanisno construct a
whole trusted VMM system.

Physical hardware

employs ThevMware ESX serveproduct and some python simple and practical security. It has the sameceffs two

scripts.

2.1 Security Mechanisms

physical separated machines, an end-user machitheaan
administrator-controlled VPN gateway server.
We summarize the security mechanism of a secure VMM

Most security frameworks using VMM technology aregystem as follows: (1) simple design and minimurerbead

designed carefully to maintain performance and ritycu
Therefore, it is preferable that security codes WMM are as
small and simple as possible. In addition, sectiréigneworks
described above are dependent on the securityediadbility

of the VMM layer, the underlying BIOS, and a boo#dler. So

guarantee tamper-proof BIOS firmware, a boot-loaaed

for security processing with high performance arighh
reliability; (2) trusted BIOS, trusted bootstraghitecture and
an attestation mechanism for core components (&lbader,
VMM software and VM images). So we need a software

) measurement mechanism such as TPM to check software
security frameworks based on VMM technology Shou'%tegrity'

(3) a strong isolation mechanism forteatM; (4) a
mandatory access control (MAC) function based oacuess

secure VMM codes. For examples, sHype supportgnirg| jist (ACL) or a security policy (e.g. thehiBese Wall

TPM-based attestation to check the integrity ofdnyjsor
software and VM images. NetTop and Terra also stae
importance of a trusted BIOS and a reliable exeauti
mechanism for BIOS, a boot-loader, VMM software &d
images. Terra states the importance of a trustéd Ipa a
remote attestation mechanism. A secure VMM shougighsrt
a secure and reliable bootstrap mechanism [12].

Security frameworks using VMM technology are basad
the isolation mechanism of that technology. Each &fivsame
VMM can not influence the other VMs. For this meaism,
we can separate the purpose of each isolated Vivexaomple,
one VM can connect to the Internet, but anothetegted VM
can connect to an intranet only. NetTop takesapigoach to
reduce the number of physical machines for diffepemposes
and different security levels in a governmentaliemment.

NetTop and Terra support a transparent storageyetimn
mechanism. The advantage of this mechanism isittliates
not require modifying the guest operating systetre $ecure
VMM layer can provide storage encryption and detioyp
automatically. Even a guest operating system &cltid; an
encryption key is not leaked — on the assumptiahadhsecure

VMM layer is strongly protected from untrusted gues

operating systems and other malicious actions. d{etdlso

policy, the Type Enforcement policy). The MAC fuioct
basically consists of a policy decision point, aligo
enforcement point (i.e. hooks for virtual/physicasources),
and a policy management function to update anddatdi
distributed policy files; (5) transparent secufitpctions such
as automatic storage encryption and traffic comfiiddity by a
VPN. These security functions will provide usefahgponents
for a secure VMM system.

3. Practical Model for a Typical Secure VMM
System

Fig.1 depicts a model for a typical secure VMM eypst
described in section 2.1. A key component of a eviMM
system is mandatory access control (MAC) basedtamsged
VMM layer. A VMM layer controls the virtual/physita
resources from each VM. In this paper, the wargource
refers to devices such as a physical NIC which lesnd
network packets, mass storage, a USB device likeumb
drive which holds user data, and other periphesath as a
printer, and so on. Aolicy Decision Point (PDP)n Fig.1
processes an authorization decision based on VMests for
virtual/physical resources and VM identity (VM #£, or #3).
Policy managementipdates and validates a security policy
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which is distributed by a central policy server an VM boot operation and disk encryption. Furthermaecess
organization. Ahook pointor a Policy Enforcement Point control for virtual/physical resources will be moeéective
(PEP)are used to enforce the security policy on VM e=s.  using an authenticated USER ID because a security
PEP interacts with PDP to retrieve an authorizatésult. administrator in most organizations prefers a U3BRased
authorization, instead of a VM ID-based authoratonly.

The USER ID-based authorization also
VM #1 VM #2 VM #1 VM #2
#9$ #9$
Secure VMM Secure VMM & / &"
0% O >
( 7 ( I 1 Boots up vM
& & "*# . ! Secure VMM
User -

%

Smart Card

(A) Access control based on VM ID  (B) Access control based on (VM ID, USER ID)

Figure 2. Access control models for a secure VMM systen| ] :
(A) is VM ID-based access control, (B) is access control bas : i
on both d&JSER IDand avVvM ID. i;

(Y]

_________________

Transparent security functionadd useful and practical
VMM

security functions to a secure
encryption/decryption, VPN service, etc).
To check reliability of a secure VMM platform, an
attestation mechaniswelidates boot-loader software, secure

VMM execution codes, and so on. The bootstrap m®ce Sma“a(‘;’;gggx“g‘;;ﬁ;‘gCha””e'

should also be executed securely. Attestation austed Figure 3. Basic design of a portable ID management

(storage

bootstrap are key technologies for a secure VMMesys

framework for a secure VMM using a smart card (#dd): An

A secure VMM (Fig.1) provides a MAC function. Theexample ofVM boot managemetiased on &M ID and an

foundation of a MAC function is dependent on thbeeng
only one administrator that can access a secure \dydem.

authenticated SER 1D

Therefore, an end-user cannot bypass the admiuistra gnaples a secure VMM to record audit logs based OBER
controlled secure VMM layer. Thus, a secure VMM cafip an audit log is an essential component of siggsystems.

provide a policy enforcement mechanism for an eset-u
environment.

3.1 Problem Statement

In existing secure VMM systems, a VM entity is itéed by
VMM software, and a secure VMM enforces a secyrilicy
based on an each VM identity (VM ID). However, &ptby a
secure VMM for a practical operational environmeve,need
to manage a user-identity in a secure VMM. Fig.Bvah
access control models for a secure VMM systemir{A)ig.2
shows access control based on a VM ID only. (BFim2

An audit log also achieves non-repudiation of ws#ions on
an administrator-controlled secure VMM systemhiis paper,
we describe a user authentication and an ID managem
framework using a smart card (ID card) for a secukéM
system.

4. 4 Design of a Portable ID Management
Framework for a Secure VMM system

4.1 User Authentication for End-point Security

shows access control based on both a VM ID andea u€nforcement

identity (USER ID). In this case, secure VMM softea
authenticates a user. Therefore, secure VMM soétvzan

manage a USER ID, and can apply the USER ID tatlcess
control mechanism. In a conventional system ((AFig.2),

secure VMM software does not authenticate a usersex

authentication mechanism is normally dependent guest
operating system (e.g. Windows Logon, Unix usespasd).

A conventional system cannot handle the mappingdst a
VM ID and a USER ID in a VMM layer.

From the perspective of a security administratdp,
management on multiple guest operating systemsots
efficient, because the administrator have to mainmaultiple
user IDs on multiple guest operating systems. Gapgsal
assumes that a trusted VMM layer can provide masgful
security functions transparently to administrattmgroducing
user identification and authentication in a sedIvEM system
has many advantages. First, a secure VMM will ble &b
control many VMM functions based on a USER ID, sasta

Fig.3 shows the basic design of the portable IDagament
framework for a secure VMM. This example employssar
identity to control a VM boot process. We assuna gach
employees of an organization has their ID card thatthe 1D
card is a multi-application smart card. Our progbsenart
card stores aSecure VMM applicationwhich supports
PKCS#11 compatible functions. So our proposed ID
management framework can be used with many smadt ca
products. Asecure VMM ID management AR a secure
MM is a high level APl using PKCS#11 middlewaredan
underlying libraries such as a PC/SC (Personal
Computer/Smart Card) library and a device drivea aimart
card reader.

A secure VMM ID management ARrovides user
authentication functions based on Public Key Infragure
(PKI) for secure VMM systems. Our proposal alsovides a
standard ID/password authentication API without naas
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card. We mainly employ PKI technology to manage aand the ID management software should be protefcted
employee’s identity of an organization. Governmeits malicious attacks by an attestation mechanism arsdation
Belgium, France and many countries are considedang mechanism of VMM. If authentication is successfagn a
national ID card system based on PKI to authemtiaat secure VMM will be able to enforce security polizgsed on a

citizen’s identity. ID management based on PKI texdbgy is
growing in the public sector world wide.

*
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Figure 4. Sequence of user authentication: A user loge in f:

an administrator-controlled secure VMM system.

Read/write

Smart Card

_________________

Y Physical storage Smart card communication channel

(APDU exchange)
Figure 5. Example usage of the ID management framewo
(Transparent VM image encryption): A smart card ¢&rd)
can store a user-specific key (e.g. a 256 bit AES) Kor
storage encryption or for other user-specific birdata.

Fig. 4 shows the details of user authenticatioa secure
VMM system. This process is a simple challengerasgonse
authentication procedure. A user inputs a PIN numéed a
smart card authenticates the user. An authentithiodshake
is executed between the smart card and an ID marage
system of the secure VMM. The secure VMM sends
challenge as R, and the smart card then returnsghes
Public Key Certificate PKCysep and a signature of R
({R}useR generated by the wuser's private

key,

USER ID in the protected VMM layer. Thus, an
administrator-controlled secure VMM and the ID ngemaent
framework provide the fundamental part of an entipo
policy enforcement mechanism in an organization.

Table 1.Hardware and software environment for prototype

eLWISE (NTT Communications)
ASE drive llle (Athena Smartcard
Solutions)
FreeBSD 6.1 / Linux Fedora Core 6
OpenSSL 0.9.8d [14]
PCSC-Lite 1.3.2 [15]
Athena CCID driver [16]

Smart card
Smart card reader

oS

Cryptographic libraries
PC/SC library

USB CCID driver

implementation.

ig. 4 shows unilateral authentication. However, mnoposal
can provide mutual authentication using a usetsttanchor
certificate PKCrrust ancror usekin the smart card. A secure
VMM system may have a transparent traffic secutitiction
like a VPN (VM's outbound traffic is automaticakyncrypted
and its integrity is automatically checked). The
management framework can provide mutual authedicé&br
the VPN services b?KCUSERandPKCTRUST ANCHOR (USER)

ID

4.2 Example: Transparent VM image Encryption and
Decryption
Fig.5 shows an example of encryption/decryption W
image files. In this case, an ID management framkewo
handles a user’s disk encryption key. An encrypti@y
(EncryptionKeysep is stored in the user’'s smart card. A
secure VMM decrypts the VM images by retrieving Key
from an authenticated smart card. Each encryptieyn ik
associated with the user’s identity. So an attaek#rout a
valid and user-specific smart card can not dectlygpt VM
image. The encryption/decryption of a VM image fike

&utomatically and transparently executed by a hpmikt in a

secure VMM layer. This is a good example of a tpament
security function in a VMM layer using our ID marsgent
framework.

5. Prototype Implementation

We have implemented the portable ID management
framework for a secure VMM system shown in Figr8olr
prototype implementation, we used open source soéwo
develop the portable ID management software. Talsleows

fhe hardware and software environment for prototype
implementation. We have implemented the ID managéme
software on both FreeBSD and Linux operating system
x86 architecture. We employed thel WISE smart card

(PrivateKeysen. The ID management system validates thﬁmnufactured by NTT Communications. TéleWISEis also

certificate chain using a trust anchor certificebtea VMM
(PKCrrust ancHor (vmyy In addition, an ID management
system checks certificate revocation status by HifiCate

Revocation List CRLD or some other mechanism like an

Online Certificate Status Protocol (OCSP). A secdiM

used as the Japanese national ID card (i.eB#is&c Resident
Register systenin Japan). We have implemented original
PKCS#11middleware and its high level APl and our portable
secure VMM ID management APWe have merged our
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portable ID management software with proven opesrcso of the workshop on virtual computer systems, ACM
VMM software, QEMU [13]. In the current implementation, Press, pp. 210-224, 1973.

we have realized APIs for VM boot management based [2] L. Seawright and R. MacKinnon, “VM/370 — a study of
USER ID and VM image encryption/decryption by arise multiplicity and usefulness”, IBM Systems Jourrap.

encryption key (Fig.3 and Fig.5). Our portable ID  4-17,1979. o
management software is an independent module,veit he  [3] Reiner Sailer, Trent Jaeger, Enriquillo Valdez, Ram

applicable to other VMM software. Capgres, Ronald Perez, Stefan .B(.arger, John Linwood
Griffin, Leendert van Doorn, “Building a MAC-Based
6. Future Work Security Architecture for the Xen Open-Source
Our prototype implementation is constructed on daat ggg;rwsor, ACSAC2005, IEEE CS, pp. 276-285,
middleware APIs (PK_CS#ll and PC/SC), so our soévr [4] Paul A. Karger, “Multi-Level Security Requiremeriits
portable and can utilize many consumer off-thefsbelart Hypervisors”, ACSAC2005, IEEE CS, pp. 267-275,
card products. We are currently refining our prypet 2005.
implementation to reduce some library and systerth cas) pragovic, B., Fraser, K., Hand, S., Harris, T., Ho,
dependencies, so as to integrate our softwaretimtoand Pratt, I., Warfield, A., Barham, P., and Neugebater
lightweight VMM software which runs directly on Itavare “Xen and the Art of Virtualization”, Proceedings e

(i.e. Type | VMN). We are working towards improved ID ACM Symposium on Operating Systems Principles,
management software to achieve OS and library 2003.

independence, and more portable and higher perfarena [6] IBM Research: The Research Hypervisor — A
In this paper, we show a design and implementatioa Multi-Platform, Multi-Purpose Research Hypervisor,

secure VMM component only. However, for the operadi http://www.research.ibm.com/hypervisor/

phase, we need to consider the following systemsssaiance [7] TCG TPM Specification Version 1.2,

server for an ID card, a revocation managementesdor a http:/www.trustedcomputinggroup.org/

PKC (CRL, OCSP or some other mechanism), a securigl R. Sailer, X. Zhang, T. Jaeger, and L. van Doobesign
policy distribution server, and an update mecharistthe 1D and Implementation of a TCG-based Integrity
card’s contents. If a user stores his or her dighkyption key, I\S/IeaSI_Jtreg]ent A_rchltecturzez,s égSngéaemh USENIX
we must consider a key escrow and recovery meahdbisa ecurnity Symposium, pp. 225 g .

L [9] Meushaw, R. and D. Simard, “NetTop: Commercial
lost or stolen ID card. Our framework has a digighature Technoloav in Hiah Assurance Applications”. Natibna
API for authentication purposes. If a digital sigme function 9y g bp ;

Security Agency Tech Trend Notes, pp. 3-9, 2000.
is used to guarantee validation and non-repudiatiaiata, we [10] VMwarZ' h?tp' //\),/VW vmware.com/ PP

will need a mechanism to manage key and certifioestry. [11] Tal Garfinkel, Ben Pfaff, Jim Chow, Mendel Rosent)

7. Conclusion Dan Boneh, “Terra: a virtual machine-based platftom

D trusted computing”, Proceedings of the ACM
Symposium on Operating Systems Principles, pp.
193-206, 2003.

L [12] W. A. Arbaugh, D. J. Farber, and J. M. Smith, ‘@ec
such as a smart card-based user authenticatiorbdd&ld on and Reliable Bootstrap Architecture”, in IEEE Corgau

PKI, a simple ID/password authentication API withaismart Society Conference on Security and Privacy, pp765-
card, a VM boot management API, a storage API for a 1997. ’

encryption key, and so on. We have implemented|ihe [13] QEMU open source processor emulator:
management framework using a standard PKCS#I1 ° nitp://fabrice.bellard.free.frigemu/

compatible smart card and open source software.avée [14] PCSC-Lite: http://pcsclite.alioth.debian.org/
currently refining the ID management software touee [15] OpenSSL: http://www.openssl.org/

library and system call dependencies, so as tgriate our [16] Athena CCID driver:

software into thin and lightweight VMM software whiruns http://www.athena-scs.com/downloads.asp
directly on hardware. Our ID management framewak be

used to construct a security enforcement mecharasm Author Biographies

end-user terminals.

Conventional VMM software does not consider
management and its standard interface. Our ID neneagt
framework defines standard APIs for secure VMM saft,
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