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Abstract: This paper proposes a context-aware security service
providing multiple authentications and authorization from a Security
Level which is decided dynamically in a context-aware environment.
It helps developers build secure services efficiently. A security
service in a dynamic environment uses Multi-Attribute Ultility
Theory and extended Generalized Role-Based Access Control. The
system uses attribute values in GRBAC to calculate the Security
Level, and extend the GRBAC. We expect this model to be widely
used in providing flexible security services in a heterogeneous
network.
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1. Introduction

Recently, ubiquitous technology has penetrated into almost
every aspect of modern life, spreading to the furthest reaches
of the world. RFID is just one such ubiquitous technology, and
many people have become interested in further research in this
field. RFID, however, also has a serious drawback. Individuals
can tamper with such a system to obtain valuable data. As a
result, data transmission in these environments is easily
exposed to attacks, such as data alteration, and data forgery
and disguise. To combat attacks like this, such a system should
provide improved security services.

Heterogeneous networks constructed using recent network
developments have diverse properties, and they may be
changed dynamically according to the given environmental
information. Many security models that have been proposed
up to this point have been based on static security functions
and policies that cannot provide adaptive enough security
services for a changeable environment. We, therefore, suggest
a context-aware security model which can provide security
services based on users and network environmental changes
using MAUT and extended GRBAC for context-aware
security services.

The structure of the paper is as follows: The next section,
section 2, discusses related work; Section 3 discusses a
security model using MAUT and extended GRBAC; section 4
suggests a scenario and a cryptographic analysis; and section 5
concludes this paper with suggestions for future work.
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2. Related work

This section describes the work of which characteristic is
related to our model. Also we’ll add the specific usage in or the
difference from the related work as well.

2.1 EPCglobal Network

The EPCglobal network is a new standard for building RFID
application. EPCglobal network consists of ALE (Application
Level Event), EPCIS (EPC Information Server) and so on. The
role of ALE is to provide a way to process event data, which is
collected and then delivered to higher-level applications [1] —
[3]. The structure and components of the EPCglobal network
begin with a RFID reader that delivers identified tag data to the
middleware and ALE engine. Middleware filters out various
overlapping tag data, and transmits an accumulated/filtered tag
data to an EPCIS or applications. We suggest a context-aware
security module based on the EPCglobal Network.

2.2Enterprise Application Framework (EAF)

The Enterprise Application Framework (EAF) is a framework
that allows developers to build and use their own
domain-specific RFID applications efficiently and easily. The
EAF can be applied to various platforms because it is based on
the standard environment, such as the EPCglobal Network,
Web Services, XML, and so on. Figure 1 shows the overall
structure of the EAF which was developed by our CS&AI Lab.
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Figure 1. Enterprise Application Framework Architecture
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Security managers provides digital signatures, data
encryption/decryption, key agreement exchanging security
information, multiple authentications such as ID/PW and PKI,
access control for authentication, and data protection during
the transmission of data over a distributed network [4], [5].

2.3 Context-Aware Computing

Context-aware computing is a new computer paradigm that
determines and utilizes certain context information, such as
time and location. This paradigm can provide services which
the user wants if the user’s context matches context in the
context-aware technology.

In Dey’s definition [6], [7], context is divided into user
context (such as user's preferences and age), physical context
(such as location and time), computer system context (such as
power on/off and devices), and non-classification context.
This will be used in the development of a context-aware
system according to the user’s preferences.

The security model calculates the output value of GRBAC
using contextual information. And MAUT adopts the output
value of GRBAC as a utility value and uses to calculate the
security level. The security model selects a suitable
authentication module using the security level.

24 MAUT

MAUT (Multi-Attribute Utility Theory) [8], originally derived
from economic theory, is a decision-making method using
utility in making a decision based on multiple attributes. It is a
systematic method that identifies and analyzes multiple
variables in order to provide a common basis for decision
making. As a decision making tool for predicting security
levels depending on the security context, MAUT suggests how
a decision maker should think systematically about identifying
and structuring objectives about vexing value tradeoffs and
balancing various risks.

MAUT provides a context-aware authentication method by
checking a user’s current environment and quantifying context
information. The decision maker expresses the user’s
preference as a utility number through utility analysis. The
utility is a relative value between O and 1. If we use u(xO) and
u(x") as a minimum and maximum security level utility, we can
say that ux®) =0and ux’) =1.

2.5 GRBAC

GRBAC is an extension of RBAC which removes
subject-centric limitations, allowing the organizational power
of roles for grouping environment states and objects, in
addition to subjects [9]. Traditional RBAC is very useful, but
it suffers from subject-centric limitations that restrict the
policy designer to a subject-oriented viewpoint.

A subject role in GRBAC is analogous to the traditional
RBAC role. Each subject is authorized to assume a set of
subject roles. The GRBAC model allows policy designers to
specify the system state through environment roles. An
environment role can be based on any system state that the
system can accurately collect. Object roles allow us to capture
various commonalities among the objects in a system, and to
use these commonalities to classify the object into roles [10],
[11].

2.6 SOM (Self-Organizing Maps)

SOM is a neural network algorithm which models after
mechanism of human brain that is trained using unsupervised
learning [12]. Like most artificial neural networks, SOMs
operate in two modes: training and mapping. Training builds
the map using input examples. It is a competitive process, also
called vector quantization. Mapping automatically classifies a
new input vector.

SOM consists of input layer and competitive layer. Also
learning process of SOM consists of competition, cooperation
and adaptation. In competition process, SOM calculates
distance among connection-strength of all neurons using input
pattern, and minimum distance neuron becomes a winner. In
cooperation process, only winning-neuron and neighboring
neuron only learns about input vector and can modify
connection-strength. In adaptation process, winning neuron
and neighboring neuron update connection-strength adapting
activity function which makes it more sensitive to specific
input value.

Figure 2 shows network structure of SOM.
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Figure 2. Network structure of SOM

Security model suggested in this paper utilizes contextual
information in the RFID/USN environment, where it should
handle continuously changeable input data. Since SOM uses
only one feed forward flow, it has fast recognition operation,
and is possible for the real-time and continuous learning.
Therefore, SOM is appropriate for our context-aware security
module.

Also, for more flexible security level decision making,
connection-strength should be changeable for the dynamic
environment. This paper applies SOM learning module to our
security model, enhances its flexibility and accuracy.

3. Context-Aware Security Model

This section describes detailed contents of Context-Aware
Security Model. This model suggests a security algorithm
which is based on MAUT and extended GRBAC.

3.1 Overview of Context-Aware Security Model

This section explains the overall architecture of the security
model proposed in this paper. The purpose of our security
model is to provide diverse authentication and authorization
methods according to a user’s status and environment when
the user wants to engage in certain transactions.

Figure 3 shows Context-Aware Security Model
Architecture. This security model receives contextual data
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from various terminal systems - such as a sensor, PC, network
or other devices - and decides the Security Level from the data
that was calculated by the Context-Aware Security Module
(consisting of GRBAC and MAUT). Then this model requests
a selected authentication process from the Multiple
Authentication Module using the determined Security Level.
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Figure 3. Context-Aware Security Model Architecture based
on MAUT and Extended GRBAC

3.2 The GRBAC Algorithm for Access Control

The security model proposed in this paper utilizes GRBAC in
the following way: The Subject Role is a user who demands a
transaction; the Environment Role is the user’s context
information; the Object Role is a resource which the user
wants to access; and Operation is a transaction that the user
requests.

User status is defined in the Subject Role. Thus, the rest of
the context information - such as access time and location - is
defined in the Environment Role. The content stated above is
handled in the ACS (Access Control Server) which is capable
of efficient authorization.

Every service transaction of authorization is accomplished
through a quadruple, T = < S, O, E, op>. This means that the
Subject (S) does the operation (op) to the Object (O) in a
certain Environment (E). GRBAC uses an algorithm to
evaluate T.

3.3 The Extended GRBAC for Adaptive Security

Level Algorithm
We will describe the extension of GRBAC mentioned in 3.2.
When a user requests a service transaction, this model uses
MAUT for the user to provide authentication. According to the
Subject, Object, and Environment values, MAUT decides the
utility value to select authentication for the current service
transaction. We can express u(xo) =0 and u(x*) =1 if we set
u(x®) as the lowest security grade and u(x") the highest security
grade. Since the security level is evaluated using attributes
such as location, time, and resource, the total utility function is
defined as shown in expression (1).

U(X, Xy X,) = D kit (x), ) k=1 (1)

i=0 i=0

Where k; is a coefficient in the subject and u;(x;) is a utility
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function.

To adopt MAUT in a security model, the following

requirements are necessary:

Requirementl: The Subject, Object, and Environment should
have their own values.

Requirement2: A coefficient of each attribute is needed to
adjust the weight of each role.

Requirement3: A risk preference is needed to decide properly
a formula for the utility value according to the user’s
preference.

In order to satisfy these requirements, this paper extends the
GRBAC mentioned in section 3.2. The process of extending
GRBAC is as follows:

Algorithm 1 (Extending Object and Environment context)
The GRBAC module uses information of object which the user
wants to connect to. Object has its own value decided by the
importance of the service in the system. In order to satisfy
requirement 1, we add an attribute value to the object and
environment information in GRBAC.

Algorithm 2 (Extending Subject context) In the instance of
a security level determination, the administrator’s location
(company) and access time (working time) are more important
in deciding the security level than those of the customer
because the administrator should have rights to have service
transactions whenever and wherever he or she wants. Thus,
this paper introduces a coefficient to the attributes of Object,
Environment, and Subject Roles in order to satisfy
requirement 2 using MAUT theory.

U tility
R sk-Averse

Rl eutral

R &sk-Prone

Envionm entVariablks

Figure 4. Three-type Risk Preference Functions

Algorithm 3 (Suggestions for user’s preference) In Figure 4,
risk-averse means that from the system’s viewpoint the user
cannot be provided with a low security authentication method
while taking a high risk, and risk-prone means that the user is
provided with lower authentication than others. Risk-neutral is
the mixed method between both of the two like the current
system. The administrator of a security model in the applied
system can decide and fix the weight and risk-preference of the
Subject and Object, and the attribute value of the Environment.
Table 1 suggests the set context value algorithm including
algorithm 1 through algorithm 3. Figure 5 shows a procedure
for Security Level determination using GRBAC and MAUT.
Figure 6 is an example of extending the Environment Role as
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defined in 3.2. Figure 7 is an example of the extension of
subject role.
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Figure 5. A procedure for Security Level determination using
GRBAC and MAUT

Cwebste ) Cons D
Cepeis
0.1 0.2
0.7

(Country)
o .Abroad
02 0.5

Figure 6. An Example of Extended Object and Environment

Role
Context Value Context Value
Risk Risk- Risk Risk-
Preference | Neutral Preference Averse
Location 0.4 Location 0.1
Time 0.4 Time 0.3
Object 0.2 Object 0.6
Group0 Group3
Executive Customer

Group1
Administrator

Group2
Employer

Context Value Context Value
Risk Risk- Risk Risk-
Preference Prone Preference Neutral
Location 0.5 Location 0.4
Time 0.4 Time 0.3
Object 0.1 Object 0.3

Figure 7. An Example of the Extension of Subject Role.

SetContextValue(subject, object, environment)
// Algorithm 1.

Object = GetValueOfGRBAC (object, method),
// Algorithm 2.
Environment.location = GetValueOfGRB AC(environment,
location);
Environment.time = GetValueOfGRBAC (environment, time);
// Algorithm 3.
Subject = GetValueOfGRBAC (subject, method);
return ContextValue; // ContextValue consists of Subject,
/I Object, Environment contexts
end; // end of SetContextValue

GetValueOfGRBAC(param, method)
Switch (param) {

// Algorithm 1.
case object:
get value from object role in GRBAC.

// Algorithm 2.
case environment:
if method is location then
get value from location in GRBAC.
else if method is time then
get value from time in GRBAC.

// Algorithm 3.
case subject:
if method is uRiskProne then
get value from uRiskProne role in GRBAC.
else if method is uRiskNeutral then
get value from uRiskNeutral role in GRBAC.
else if method is uRiskAverse then
get value from uRiskAverse role in GRBAC.
default: ;

} // end of Switch
return value; // value is return value from each role in GRBAC.

end; // end of GetValueOfGRBAC
Table 1. The Set Context Value Algorithm.

3.4 The Adaptive Security Level Algorithm

In this section, we decide the user's security status
quantitatively using a security level decision algorithm based
on MAUT. We extended GRBAC to use a security method
based on MAUT. Variables used in the adaptive security level
algorithm consist of Subject, Object, and Environment. Values
that received from GRBAC module use input of MAUT
module. MAUT module computes sum of input value which
multiplied with weight value (k;) of each attributes. And then
MAUT module gets security level use the computed value.
Table 2 shows an adaptive security level algorithm.

The formula for deciding the security level using U,
computed from the adaptive security level algorithm in the
proposed model, is shown in the equation (2): SL is a
quantitative value that finally decides multiple authentications,
where k; is a coefficient, u;(x;) is a utility function and SL is the
security level.

U =u(x,%,,...5,) = Dk, (x,),> k=1
i=0 i=0

SL=[U*10]/2,(SL=0,,...,5)

2

As the SL becomes higher, more and more authentication
processes are required to handle the transaction.

| SecurityLevel(Subject, Object, Environment) |
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/I SL: Determining security level
SL = MAUT(Subject, Object, Environment)
return SL; end;

MAUT (Subject, Object, Environment)
/I Determine total utility function by the interaction with the
defined GRBAC information according to MAUT
Il ki, x; R is determined by System administrator, and will be
changed by him or her
/1'U : total utility function to determine Security Level
/1 ki: set of positive scaling constants for all i in GRBAC
/I xi: domain dependent variable in in Object and Environment
attribute value ,where u;(x°)=0,u;(x")=1
/I R : Defined risk preference in Subject
/I n : The number of object and environment
decide risk preference according to context values
get a k; and x; in GRBAC.
fori=1ton
do u;(x;) = GetUtilFunction(x; k; R);
U=U+ k,-u,-(x,-)
end
return u(x;,x...x;); end;

GetUtilFunction(x; k; R); // R is risk preference

/I Determine utility due to x; k; and R and is as follows
uRiskProne : user is risk prone for x; - convex
uRiskNeutral : user is risk neutral for x; - linear
uRiskAverse : user is risk averse for x; - concave

calculate utility of x; according to risk tendency

if R is uRiskProne then
return u = (2°-1);

else if R is uRiskAverse then
return u = logx(x; +1)

else return 1 = x; end;

Table 2. The Adaptive Security Level Algorithm.

3.5 The Learning Module

This section shows the learning module for modifying
coefficient, k;. k;is used for computing security level value in
MAUT module. Whenever the module selects inappropriate
coefficient, it adjusts the value repeatedly by the help of SOM
learning module. SOM module inputs from the result of
GRBAC, and performs learning process to choose the
reasonable coefficient.

In learning step, each neuron calculates the Euclidean
distance between connection-strength and input vector, and
the minimum distance neuron becomes a winner. The formula
for computing of distance is defined as shown in the equation
(3), where d; is the Euclidean distance, x;(t) is the i-th input
vector at time t, and wy(?) is the connection-strength between
the i-th input vector and the j-th output neuron.

d, :z_(x,-(f)—wi,-(t))2 3)
i=0

Only winning neuron can produce output. Also winning
neuron and adjacent neighboring neurons can adjust
connection-strength and learning about input vectors. This
process is repeated for each input vector for a (usually large)
number of «cycles. The adjusting process for
connection-strength is defined as shown in the equation (4),
where w;(?) is the connection-strength between the i-th input
vector and the j-th output neuron, x; is the i-th input vector at
time t, and ¢ is a gain term that has value between O and 1. &
becomes smaller and smaller as time is going on.
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w;t+D=w;(O)+a(x () -w, (1) @

4. A Scenario and a Cryptographic Analysis

This section describes a detailed scenario of Context-Aware
Security Model. This model suggests a security algorithm
which is based on MAUT and extended GRBAC.

4.1 A Scenario of Security Model
The security model proposed in this paper uses security layers
from EAF. The security layer provides authentication methods
using ID/PW, Random Number, PKI and authorization
methods using GRBAC. Figure 8 shows a security model
using EAF, MAUT, and GRBAC.

= (Access Control GRBAC
Server)
BY -

@|t®

Application with
Authentication and
EPCIS

(1)(3)(10)

g @@an

L o|t®
User
Security Level
Decision
> Module

Figure 8. A Security Model using EAF, MAUT, and GRBAC

The security model proposed in this paper uses security
layers from EAF. The security layer provides authentication

methods using ID/PW, Random Number, PKI and

authorization methods using GRBAC.

Subject Object Environ Environ Oper
(Time) (Location) ation

Customer EPCIS  10:00 AM  Region Read

Table 3. A Customer Environment of Scenario.
(1) Customer transmits ID/PW to use application.

(2) Application authenticates user. If not, the next step will
be denied.

(3) Authenticated customers ask for product information
from EPCIS.

(4) Application queries ACS to check if the customer has
authority to read product information. Application transmits
ACS transaction information (T=<Customer, EPCIS, (10:00
AM, Region), read>).

If Subject Role = (all Subjects) and Time = (every time) and location =
(everywhere) then EPCIS can be read

If Subject Role = (Administrator or Executive) and Time = (working
time) and location =(company) Then EPCIS can be written

Table 4. An Access Policy of EPCIS for Read Operation.

(5-6) Using a GRBAC policy, ACS checks if the user is
authorized to use the resource and transmits the result to
Application. This policy in Table 4 means that every subject
can execute read operations whenever and wherever the user
needs, but executive or administrative write operation is
available when the time element conforms to the working
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hours. If, however, a customer requests write operations from
EPCIS, the transaction is denied.

(7-8) Since the customer has the authority to read
information in EPCIS, Application transmits the user’s
transaction information (T=<Customer, EPCIS, (10:00 AM,
Region), read>) to a security level decision module to decide
the security level.

(9-11) The security level is the standard value required to
decide the security strength based on the user’s environment.
Thus, the higher the security level becomes, the more the
authentication process needs to use requested resources.
Figure 9 shows a sequence diagram of described scenario.

Customer| |Application,  |ACS with GRBAC|  |SL algorithm with MAUT‘
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el S | i

! |
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1,22 according to T :
: information |
| such as risk|
i 1.2.2.1 preference
information far
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e : 12228L3| |
random T i
1,23 number in card| | : L
random |
11.3 number L :
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L g ;
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Figure 9. A sequence diagram of described scenario

4.2 The evaluation of Adaptive Level

Algorithm
In this section, we verified the efficiency of the proposed
adaptive security level algorithm. Verification goes through a
comparison of the security levels of the customer,
administrator and executive as decided by risk-preference
under the same circumstances.

First, the security level as decided by risk-preference under
the same circumstances is shown in Figure 10. The test
environment is assumed to request a transaction from EPCIS
with regards to sensitive data according to a time element in a
domestic and foreign location. As shown in Figure 10, when
the same transaction is requested in the same environment, the
security level is different according to the risk-preference as
defined in MAUT. When a system administrator deals with a
transaction related to EPCIS, the user receives a much lower
security level than the client. Therefore, the system
administrator can handle transactions with greater ease and
efficiency by reducing overload while having authentication.

Security
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B Customer
B Adm hstrator|
O Execute

Security Level
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Figure 10. Testing data- load current (amperes)

Figure 11 is a result of the customer’s security level
according to a change of the customer’s environment. We
assumed the customer accessed EPCIS in situation 1, ONS in
situation 2, and a website in situation 3.

From test 1 to test 12, we consider the customer’s
environment when the customer accesses an object. As in
Figure 11, EPCIS (which manages sensitive information) has a
higher security level than other items such as ONS or a
website. It also shows that the customer has a different security
level due to his or her environment in the same resource.
Finally, we can see that the customer has a different security
level from level 1 to 5 owing to the given resources and
environment in a certain situation.

Evaliatbn of Securily Levelaccording o obj@ctand user's envionment

—— S fuatbnl
—#- S iuatbn2
—#- Siuatbn3

Securiy Level
w

Figure 11. Result of Evaluation of SL according to User’s
Situation

4.3 A Comparison of Security Model

Current RFID security models do not take context-aware
security into consideration. Therefore, we compared our
proposed security model with typical context-aware models
that have already been researched. The proposed model
provides multiple authentication and authorization methods
using GRBAC and MAUT in a context-aware environment.
Also, we provided API through an EAF framework, thus
enabling developers to build security requirement more easily.

Classific CASA Healthcare  Proposed
ation Application Model
. Multiple Multiple
. Single s L

Authenti . authenticatio  authentications

. authenticat . .
cation ion ns according  according to

to context context

Authoriz ~ Authorizati  Authorizatio  Authorization
ation on using n using DB using GRBAC
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GRBAC
Applicab  Mobile Hospital Heterogeneous
le pot computing  System computing
Provides  Not . API P .r0V1ded
. Not provided for efficient
API provided
development

Table 5. The Comparison of Security Models.

5. Conclusions

This paper suggested context-aware security service in a
context-aware environment. The proposed security model is
based on multiple authentications, MAUT, and extended
GRBAC. It might help users to use the EPCglobal network
environment securely to create protected context-aware
applications. We developed an adaptive security service using
MAUT which helps to decide the security level according to
the changes of the context-aware environment. Also, we
extended GRBAC to use it in the authentication process.
Therefore we could more efficiently access data defined in
GRBAC. As a result, we could process more efficient
authentication and access control, and could also make better
RFID/USN applications by providing optimized security
models for the EPCglobal Network.

In the future, we will extend adaptive security models into
dynamically changeable RFID/USN environments. There
seems to be a lot of administrator work overload since this
model grants the work of defining roles in GRBAC to the
system administrator. In order to reduce this overload, we
should develop tools or technology for role definition and
GRBAC extension.
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