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Abstract In the networked economy, strategic partnershigs aninformation about a managed identity to anotheanization

collaboration are an important way to develop andintain
competitive advantages. At the same time, entaprdso need to

(the identity consumer, service or resource prayidence
individuals have been authenticated by their own

reduce costs, increase revenues and seize new ebssingrganjzations, they can access other organizatiessurces

opportunities. This demands enterprises to enateenient and
secure business interactions with internal andreatestakeholders,
and create relationships to trust the electronéntities to access
critical information resources. Federated identityanagement
(FIM) is a system that enables individuals to ube tsame
credentials or identification data to obtain acdesthe networks of
multiple enterprises to conduct business transastid-IM has
demonstrated huge potential in providing reliabled sscalable
solutions to problems in systems security and acoemnagement.
SAML (Security Assertion Markup Language) is thenilwant web
services standard for FIM. The objective of thegrdp to present
an exploratory case study based researdb investigate
implementation challenges, outcomes and federatentity
management opportunities using evidence from a @Bmp
implementation of Identity Federation using SAMLaatnid-sized
north-east US bank. The SAML integration was adiieusing a
commercial off the shelf product, by Computer Asatas, eTrust®
that also leverages SAML as web services standardetierated
identity management. Discussion in the paper pteseammon
obstacles, opportunities, motivations and futunedtions in the
realm of identity federation based on evidence frertensive
project and product documentation provided by thearfial
services institutions team and on interviews withtsam members
of the case study project, including one senioorimfation security
manager.

Keywords Identity federation, Security Assertion Markupregarding federated
Orgonjunction with opportunities and challenges. Deth

Language, Identity Management, Single Sign
Federation Web Services, SAML, Federated Identign&ement,
case study.

1.

Enterprises are increasingly focusing on extendihegir
operational and technical resources to greater atsnbf
entities, including partners, suppliers and custsmé@n the
other hand, they are faced with the critical nedurvive
and compete by streamlining operations and reducosgs.

Introduction

Many enterprises are finding the management ofelar

numbers of external identities difficult and riskand would
like to develop and maintain a trust relationshighwa
partner, or a third party, as a way of managingtitie
related risks. Federated identity management offars
standards-based means of achieving this goal, lbyviab

one organization (the identity provider) to provide

without re-authentication being required [27]. SAML
(Security Assertion Markup Language) is the dominaab
services standard for federated identity managemknt
defines a set of XML formats for representing idtgnand
attribute information, as well as protocols for wegts and
responses for access control information.

The objective of the paper to present an
exploratory case study based researth investigate
implementation methodologies, challenges, outcoraed
federated identity management opportunities usiidesice
from a complex implementation of SAML at a mid-slZdS
bank. The SAML integration project was achievedhgsa
commercial off the shelf product, by Computer Asatas,
eTrust® SiteMinderthat also leverages SAML as web
services standard for federated identity managemEimé
project extensively employs federation security viees
components and technologies as they relate to -cross
enterprise identity management. A discussion onvaons,
requirements and opportunities of the integratios i
presented. The case study presents functionaltectinie,
components and technical architecture and topotafgthe
implementation. The case study also discusseswadd
challenges and outcomes with specifications of this
implementation and recommendations at a holistielle
identity management initiativies

discussions on motivations, expectations and ahgdie
before and after the project are captured and predeas
cases (propositions).The case study is based @nsixe
documentation provided by the team at the financial
institution (Identity provider) and on interviewsf &
information security team members at the financial
institution, including one senior level informatieecurity
manager. The documentation included project plans,
technical and information architectures, topologiese
cases, business cases aadrust® SiteMinderproduct
documentation. Any financial services institutiopesific
§ensitive information has been masked.

The case study can be used by access managers or
information security managers to guide them witke th
selection of the methodologies, technologies actitcture
for implementing a federated security services é&aork.
This case study will equip them with in-depth urst@nding
of real-world challenges and requirements for aimyilar
sized federated identity management initiative. Tdase
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study will indicate the aspects of federated idgnti or SP’s by using the same username and passwoig. Th
management that are feasible and better choices inapproach increases usability and adds securityetyaing
particular context. This will endow the decisionkais with  the number of passwords that need to be manageergim
more confidence to embrace web services for acces@ndards [9][8] are currently extending the notioh

management and enhanced security. The major fdcti®0 federated identity to other user information redeito as
design of the case study will be to illustrate kepects of a jgentity attributes

real-world federated identity management implem@nta
using SAML and not on any vendor specific technglog
implementation.

Contributions of the paper are two-fold. First, theThis section presents key concepts and terminaagied
paper discusses, in form of an exploratory casgystietails throughout the paper.
of a real-world successful complex implementatioh o
OASIS-SAML based identity federation project. Thetails Federated Identity
include the technical and functional architectudessiness
motivations and opportunities, use cases and psoftew. A federated identity is a single user identity tbanh
This will be of immense aid to professionals ande used to access a group of web sites bound bjethef
academicians interested in understanding requiremenfederation. Without federated identity, users avecdd to
technologies and workings of a real-world identégleration manage different credentials for every site theg. UBhis
implementation. Secondly, the paper presentsikeljnigs of  collection of IDs and passwords becomes difficolttanage
the implementation and analyses of key expectatadritbe and control over time, offering inroads for ideptiheft. A
financial institution before and after the implertation. The federated identity makes it possible for the enerus use
analyses are supported by evidence from the fialncihis same trust relationship to access informatigith
institution’s documentation and interviews and adustry another, related company without establishing new
best practices. credentials. Ultimately, federated identity offdngsinesses,
governments, employees and consumers a more cemveni

The remainder of the paper is organized as follow: d f ina distributed .
In this section we continue to present brief litera review and secure way of accessing distributed resourees
losing control over sensitive identity informatioand is a

of related work and background on identity federati i L
key component in driving the use of e-commerce and

Section 2 introduces key concepts and definitiogrdgining . . -
to digital identity federation, used throughout tbegper. In personalized data services, as well as Web-basades

Section 3, we present the case study at the fiaknci
institution where a project was undertaken to geidentity

federation with a third party service provider. Jdection . .
will cover, in detail, the process flow, the infrastural ~  Federated Identity Management is a system thawall
components, technical and logical architecture cases and individuals to use the same user name, passworothar
key expectations, presented in forms of cases.idbeet personal identification to sign on to the netwodésmore
discusses different security issues faced and derations than one enterprise in order to conduct transastiBartners
made throughout the execution of the project. Tast | in a Federated Identity Management (FIM) systeneddpn
section concludes the paper with discussions olysemof each other to authenticate their respective usesisvauch
expectations of the project, key findings andor their access to services. This enables compdnishare
recommendations on the particular case study prajad applications without needing to adopt the samenteldigies

2. Preliminaries and Key Concepts

Federated Identity Management

identity federation initiatives in general. for directory services, security and authenticatiwvithin
companies, directory services such as Microsoftiva
Background and Related work Directory or products using the Lightweight Diremto

Access Protocol have allowed companies to recoghieie

Identity and access management systems are usedlihg users through a single identity. But asking muitipl
service providers (SP) to authenticate and autdarsers to companies to match up technologies or maintain dskr
services based on access policies. With the adeént accounts for their partners’ employees is unwielbiiM
distributed computing models such as web servibese are allows companies to keep their own directories seclrely
increased inter-dependencies among such SP’s. rasuit, €xchange information from them.

the current trend [9][8] is to focus on inter-orgaation and

interdependent management of identity informatid8][  Single Sign On

rather than identity management solutions for maemuse.

This is referred to asfederated identity management Single sign-on (SSO) is a specialized form ofgafe
Federated identity is a distributed computing camstthat authentication that enables a user to authenticate and
recognizes the fact that individuals move out eftbrporate 9ain access to the resources of multiple softwgstems.
boundaries to access external applications. PedcticSingle sign-on (SSO) is a session/user authertitgtiocess
applications of federated identities are represeiig large that permits a user to enter one name and passwandier
multinational companies which have to manage séver® access multiple applications. The process atitizes the
heterogeneous systems at the same time [18]. Art@ffthis  user for all the applications they have been gikights to
sense is represented by the notiorSifgle Sign-On (SSO) and eliminates further prompts when they switchliappions
[20], which enables a user to login to multiple anigations during a particular session.
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Security Assertion Markup Language (SAML)

SAML (Security Assertion Markup Language) is the
dominant Web services standard for federated igenti
management, developed by the Organization for tt
Advancement of Structured Information Standards $C8).

It defines a set of XML formats for representingritity and
attribute information, as well as protocols for wegts and
responses for access control information and peo\at
XML framework for exchanging authentication and
authorization information. SAML defines assertioas a
means to pass security information about users dmgtw
entities. An assertion can contain several diffeiiaternal
statements about authentication, authorization,adinibutes.
SAML defines two browser-based protocols that dgdww
SAML assertions are passed between partners tbtdtei
single sign-on. The two profiles are browser/actifarofile,
that defines a SAML artifact as a reference to avi8A
assertion and browser/POST profile that returnespaonse
that contains an assertion. SAML documents canrbpped

in a Simple Object Access Protocol message for tt
computer-to-computer communications needed for We
services. The Figure 1 shows a SAML assertion fthen
case study project. The figure also shows differdentity
attributes, for example — “ROLE” being sent as peft
assertion to the service provider application.

OASIS and Liberty Alliance
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<saml:Assertion
xmins:saml="urn:oasis:names:tc:SAML:1.0:assertion”
xmins:SM="http://www.somevendor.com/product’
MajorVersion="1"
MinorVersion="0"
AssertionlD="10.97.2,112.22912829339"
Issuer="http://www.aBank.com”
Issuelnstant="2008-08-28T16:39:33.332Z"
<saml:Conditions NotBefore="2008-08-28T16:34:33.332Z"
NotOnOrAfter="2008-08-28T16:43:33.332Z" />
<sam|:M‘tribu‘teb‘tatemenw
<saml:Subject>
<saml:Nameldentifier
nameQualifier=www.aBank.com
Format="urn:oasis:names:tc:SAML:1.0:assertion”=
Uid=oneloginiD
<{samlkMNameldentifier>
</saml:Subject>
<saml:Attribute AttributeMame="ROLE"
Attribute NameSpace="http://www.test.com=
<saml:AttributeValue=ABC</saml:AttributeValue>
</saml:Attribute>
<fsaml:AttributeStatement>

<saml:AuthenticationStatement
AuthenticationMethod="Unspecified”
Authentication Instant="2008-08-28T16:41:33.332Z">
<saml:Subject>
<saml:Mameldentifier
nameQualifier=www.aBank.com
Format="urn:oasis:names:tc:SAML:1.0:assertion”>
Uid=oneloginiD
<[saml:Nameldentifier=
</saml:Subject>
<fsaml:AuthenticationStatement=
</saml:Assertion>

Figurel: SAML Assertion from the ID Federation project

The Organization for the Advancement of Structuredpplication, code named portfolio manager, for cemuial

Information Standards (OASIS) is a global consontithat
drives the development, convergence and adoptiore-of
business and web service standards. OASIS is donot-
profit, international consortium that drives thevelepment,
convergence, and adoption of e-business standdras.
OASIS SSTC (Security Services Technical Committesd
defined SAML as a framework for expressing auttoatitbn
and authorization information using XML syntax [[3]]
Liberty Alliance is a global identity consortium ti a
membership base that includes
consumer service providers and educational andrgment
organizations working together to build a more teds
Internet by addressing the technology, businesspandcy
aspects of digital identity management [7][26]. Tltiberty
Alliance’s ID-FF architecture built heavily on earl version
of SAML. Recognizing the value of convergence, ltheerty
Alliance contributed ID-FF as input to SAML 2.0.etlmost
recent version of SAML [3]. The Liberty Alliance $a
defined technology specifications based on
frameworks; these are ID-FF
Framework), ID-WSF (Identity Web Services Framewprk
and ID-SIS (Identity Service Interface Specificatp[12].

3. The Case Study

The goal of the project was to provide federatedlsi
sign on between the financial institution applioati code

investment management. Hereafter in the paperinteenal
application at the financial institution will befeered to as
Compass and the application at trade partner as
portfolio_architect(denoting portfolio Architect application).
The information regarding the identity federationjpct and
the case study in this paper is based on extensive
documentation provided by the financial institution the
project and the product and on 2 round of intersiew
conducted with six team members of the project het t

technology vendoifinancial institution, including a senior informaii security

manager. There are several common pitfalls thatbtioek
must consider if they are to make the most of itst f
federation project. Bank’s managers understandtheae is
far too much emphasis on the technology issueppssed
to business factors. They believe that while tetdmpis the
key, the business benefits must be the main thitisty
wanted to avoidif we build it, they will coniestrategy.
Given the relative immaturity of identity federatjothey

threleelieve that efforts need to be taken to ensurelkthsiness
(Identity Federatiomnits,

partner and employees understand the patenti
benefits and risks of the federation projects. Stnategy was
well laid out: ‘Decisions need to be taken in conjunction
with clear understanding of the benefits and evidethat
the advantages outweigh potential risks.

Overview of Application and roles

named Compass and an application at third party service compasss a financial application for managing customers

provider. The application at service provider ibrakerage

and client relationships. Specifically, financialsiitution’s
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Investments Group uses the application to manaigatsl strong authentication more accessible/realistianiany sites
trades. The trades are done using an externahtgyagindor. by shifting the burden of the technology onto datkd
The Compass application defines several roles. @heles providers whose business model can more easilyostpiye
determine the user rights in the Compass applicatitd in infrastructure costs.

the portfolio_architectapplication. There are eight roles in

use with the integration described here, each dwnot .

specific access rights for content and functiopafigure 1 ii) Case for user convenience

shows how a SAML assertion serves as vehicle f@LR’

information flow. At the time of Single Sign On,eife are The other chief motivation of FIM is to enhance ruse
other information specific to the transaction isogbassed on convenience and privacy as well as to decentraliger
to theportfolio_architectapplication. The following sections management tasks through the federation of idestéimong
describe the process flow, key expectations (case§ysiness partners. As a consequence, a cost-etfeatid

architectures and topology of the infrastructure. interoperable technology is strongly required ia firocess

of federation. Web Services (WS) is a good candidat
3.1 The casespfopositions for Identity Federation at such requirement as it has served to provide tedard way
the financial institution for enabling the communication and composition afiaus

enterprise applications over distributed and hegemeous
These days regulatory and security requirementsifgig networks [23][24].

not just authentication, but also fine-grained atittation
and accounting. Federated identity management odoties iv) Case for reduced costs and increased
improve security by controlling access on an openaby- productivity
operation basis and providing a detailed auditl tndiile
enabling access for partners and customers. Bel®, Organizations considering federations should amalyz
present cases that we determined based on intenéed potential cost savings related to reduced help del, user
review of other documents provided by the financiabrovisioning labor avoidance, and directory impletagion
institution. Members of the IAM team and a seni@nager and maintenance elimination. The financial insiitutwas
(Information Security) were interviewed to undemsta aware of the fact that most the savings will accuehe
motivations and expectations of the project. Theudeents identity consumer; they still believed that theg going to
shared with us included project plan, project @raticense see cost savings in other areas after the project i
agreements, product documentation, technical amgplemented. Strong authentication, if implemerigdeach
information architectures and business cases, ashotigers. service provider, implies sending hardware tokenskey
Interviews were conducted at the premises of thanttial fobs to a large number of customers (even if nothi®
institution. In total 6 people were interviewed. €Th complete set), and so may be prohibitively expendrather
information obtained during interviews serve asidder than each service providers having to implemenonstr
cases (propositions) presented below and also bafsis authentication systems (with the likely implicatioof

analysis in a later section of this paper. multiple tokens for the user to manage and cariry)a
federated model a typical provider can ’‘outsourteé
i) Case for improved accountability authentication to a dedicated 'strong authenticatitentity
[13].
Accountability is the ability to associate a consequence
with a past action of an individual [17]. Integmats using V) Case for IAM readiness for adoption of
SAML assertions provide for the complete evidenbairc industry standards

that is used to make the access control decisidre T

evidence chain serves basis for legal records ofadtessed =~ One of the other concerns at the time the projext in
what data at what time, why and on whose authofitys is  initiation phase was need to select a product or technology
especially important for asynchronous and automatdbat is most compliant with the industry standdoissecurity
transactions, which are increasingly carried ouings information exchange in the identity federationaar€A’s
components of Web services. This requirement hagrne €Trust® SiteMinderwas compliant with  SAML in both
been more important for financial services insiits such tokens and protocols that lent advantage to itctieh. Most

as one in the case study, more so in light of n@merstricter cases of single-sign-on use are implemented usirgh W
regulations for customer and financial informatiorACCeSS management tools that, in turn, can be augtheith

safeguards. federated identity gateways provided by the Webessc
management (WAM) vendor or an independent vendostM
i) Case for Strong Authentication and Federated Of the industry has converged on SAML as the idgnti
Single Sign On federation protocol of choice.
Though strong authentication and federated identity  Vvi) Case for commercial products against open
can be implemented without each other, they progideuch source solutions

more powerful defense against identity theft togetlas
compared to just one in isolation. Federated itlemtiakes The financial institution wants a product suite ttha
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reliable and dependable that comes from a comnherciaformation, the user may be presented with a timkthe
software model. This is more so important for idtgnt portfolio_architectapplication. If the user stays within the
federation where dependence on partner's techredogiCompass application and does not access the
weighs heavily. Arguments posed for commercial potsl portfolio_architect link, the operation is as simple as
was that they are standards compliant that wouldkemaaccessing any otheeTrust® SiteMinderprotected web
federation integrations easier and scalable; aatl ghavings application or other resource in the financial itnsion’s
from open source are not real and not meant fosiams intranet, i.e., theTrust® SiteMindemgent checks resource
critical applications where security counts moreanth protection and challenges the user for credentiads

technological savings. necessary, and if the user authenticates and #ehora
browser baseckeTrust® SiteMindersession is issued. By
vii) Case for opportunities for increased revenues design, no SAML or web services component is indoke

such a use case. Figure 2 above shows the endHt&80
The financial institution anticipated that the dgphent of process that is implemented for the project.
Web services-based identity federation technologipto

bridge the cross-enterprise environments, enablieyy ok cowprrc ( GOlE ) :l'_“ﬁ::l:é;:m,:‘ |
business opportunities and ways to offer a stromgebile ‘Emmn L._i“‘f_.,-
enterprise solution. This infrastructure would bealable . pd s | s
with lesser cost for any new additions of partngrsthe Svareiiiaiiedipradicatiiie {,.fg;mhgi,;\ swint2 /) poney
federated enterprises list. x\tcwﬂpﬂssi/r \ -
UserAttributes
3.2 The process flow l 4.‘_, >
y \ App/ User
. . . . . ™ Exception 4,"6‘CCPmce%\:il\ fro— ke Pl o
This section describes the workings of the desigsblIL [ Somefror &= jfompese Assertion
SSO Architecture being deployed at the financiatifation.
We do so by describing the behind the scenes actic — - s
generated by typical use cases. Figure 2 illustratee Usersiore Pt _
information flows in the SSO process. === _“i g?F.E':% \ post S*“’s'iﬁ,i‘r"e" Excepti fm“"" /
v i % N
Initial Sign On to Compass Application Selon BT cepron Il
47 "*‘\ —
. Compa.ssa.pplllcatmn is a web application used, at the - Ceapion m e A oty ——xo
financial institution, by internal users to managestomer . Frr "\ Asplaton Gl & oy il
relationships. The application is developed in jeaad Pem";mi ’ ’ ’
HTML. The web application is protected by Compute I
Associate® product called eTrust® SiteMinder whict P LEGEND: @ deats e ntieing ey
primarily performs front door authentication and o _Poa o) a1wo way communication
SRR N e Figure 2. Functional Overview of the SSO Process
employee portal Mame 1D ﬁ‘.’.‘ﬂ’..
inital | Links Jog 1213 Eng portfolio_architect SAML Single Sign On Process
auth Earis Supplier Jane 1410 Furch=
'“‘_./ ,m:m; \ Rl When an authenticated Compass application user
M accesses theportfolio_architectlink, a sequence of events
Employes %ﬁnﬂ_'c@n T T leading to the generation.of a SAML assertiqn og;dlihese
Welcoie.Joe Smih Foi eyent; are designed tq §|mulate and short. C|me¢Trust®
Name =22 SiteMinder SAML Affiliate Agent function since the
* Specifications Englnesrs  Eng . . . . .
- Parksligt B et integration does not contain @lrust® SiteMinderSAML
Affiliate Agent, yet the Web Agent Option Pack egfseone
to exist. First, theportfolio_architect link on Compass
application actually points to a resource local ttee
Figure 3. A use case for SAML credential exchange application. This resource is a JSP applicatiomaltesi on
between the financial institution and the servicevgler the web server hosting the application.
authorization. Once the user is authenticated amdogzed @) Application Session Management

to the Compass application, SiteMinder product gssm
authorization information to the Compass applicatibat
uses that information to decide the functionalitiefs the
application that will be available to the user. Thi@rmation

eTrust® SiteMinder has its session management
process that is well documented by the vendor, @ohenp
Associate. The portfolio_architect application t¢esats own

!Sf retn?vedf fr;)hm LDA.P dlrg (t:tqry dwhere ;;Jt.gz.rt'?t'o SiteMinder session based on the SAML Assertioedeives
information for the user 1s maintained as an atsbwithin ¢, the financial institution; a user who logsartompass

Orgperson object class. Depending on the authorization
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Fiaure 4. Technical Architecture of Weh SSO Inteara

application and SSO'’s to portfolio_architect apglion will depending on user rights/roles of the wuser in the
have two independent sessions. The two sessions gwtfolio_architect application and the context or function
independent and maintained using encrypted cooRibis he/she was using within theompassapplication without
scenario posed some problems from a user experiem‘@,ing to sign in.

perspective since each application session mayirteten  \when an employee of the financial institution
before the other. If, for example, the user sesald@ompass aythenticates tocompassand clicks a link to access
application times out, it would be natural to assuimat the o rifglio_architect at the service provider. Additional
portfolio_architect session would be terminateava$i since i ibutes. such as user name are passed fromingnecial

the Con;]pasts se§S|?n |shthe session of f”g'n' KBBe, a'lth intstitution to the service provider (also calledde partner)
user who terminates her session a ompass - wi personalize the interface for the individual rus€he

terminating their portfolio_architect session will remain . . L .
. . - S service provider does not want to maintain usentitles for
logged in at portfolio_architect application contrary to ) S
= all employees at the financial institution, but esx to

natural expectations. The SAML standard anticipabese " ) ) : e
sensitive portions of thportfolio_architectapplication must

issues by defining notification and session managem ; ) : .
services. The SAML Assertion Producer is respoasibf  P€ controlled. To do this, the service provider nta@ins a

providing a service that SAML Clients may queryfital out limited number of profile identities for users with

whether a particular originating session is valichot. <omlversion="1 0" encoding="UTF-8'7>

. . . <soapenv-Envelope
3.3 Federation Use Case and Information Architectus xmins soapenv="itp://schemas xmisoap.org/soaplenvelape!"
) ) ) ) xmins:xsd="nitp: A w3.0rg/2001/XMLSchema"
A use case is a technique for capturing function xmins:xsi="http:/wnw w3.org/2001/XMLSchema-instance"
requirements of systems and systems-of-systemsréicg <soapenv:BoHly>
to Bittner and Spence [2], "Use cases, stated gingtlow =ns1:Request Issuelnstant="2005-04-26T16:39:352"
description of sequences of events that, takenthegelead MajorVersion="1" MinorVersion="0"
to a system doing something useful". Each use pasédes RequestiD="NXwkgSFUK+U0JvSobrwd.J RO Z0w="
one or morescenariosthat convey how the system shoulc xmins:xsi="http:/fwnrw w3 org/2001/XMLSchema-instance"

xsi:schemal.ocafion="urn:oasis:names:c:SAML:1.0:protocal

interact with the users called actors to achievspecific ! ; : ;
hitp. /wvaw.0asis-open.org/committees/security/somedoc. xsd

business goal or function. A typical use case foemployee .
g P pioy xmins:ns1="urn-oasis namestc:SAML-1.0-pratocol”>

at the financial institution tying to  SSO MO g cooonntitarts ANFaflGMGSpOABIUHFITJEDYATT

portfolio_architect application is described below. A use VFQUIRFNyNWpGemVLDxsZGxMULRUFNDOBNVZNZ
authenticates to the _financial institution's  conas AMDRNWUKODBOQ==</ns 1 AssertionArifact></nsT Request>
application and clicks a link to accepsrtfolio_architect  <jsyapenyBody=

application at the service provider. Because ther issan  </spapenvEnvelope>
employee at the financial institution, they areetaldirectly
to the specific module of thgortfolio_architectapplication  Figure 5. Sample SOAP request for SAML assertion (Artifact)
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portfolio_architectapplication. Figure 3 illustrates the simpleeTrust® SiteMindersession server and a reference to the
use case. One profile identity is maintained foplyees at assertion is returned to ted@rust® SiteMindeWeb Agent in
the financial institution for compass applicatiomdahe other the form of a SAML artifact; and SAML POST
profile identity is maintained at service provid&vhen an profile/binding,where an assertion is returned via the user's
employee of the financial institution accessesrowser as a SAML response embedded in a HTTP form.
portfolio_architectfrom within compass, user attributes are

sent in a secure manner portfolio_architect which uses 3.4.2 SAML Authentication Schemes

them to determine what profile identity should besed to

control access. SAML specification has support for three autheniica
schemes: SAML 1.x artifact, SAML 1.x POST and SAML
3.4 The Infrastructure and Technical Architecture 2.0. EacheTrust® SiteMindelSAML authentication scheme

enables a site to consume SAML assertions. Upogiviag

This section of the paper describes the technicgh assertion, the authentication scheme validageSAML
components of theTrust® SiteMindeproduct that has been assertion, maps assertion data to a local userestatlishes
leverage by the financial institution for FederatiBecurity 3 session at a consumer/SP site. One of the tifitigares of
Services solution for the case study as mentionesection the SAML authentication schemes is to map remogesust a

4.1, above. Here in discussion in this section, (@ producer/IdP to local users at the consumer/SP.
Identity Provider) site is the web application thaitially

authenticates the user and asserts security infammasuch 3.4.3 Federation Web Services
as role information, personalization parameters and

authorization levels, of the user to the applicafihis target The eTrust® SiteMindeFederation Web Services (FWS)
application is referred to as SP — Service Proyithet user gppjication is installed on a server that has aneotion to a
single signs on to. The IdP site is also the SApbducer  eTryst® SiteMinderPolicy Server. The Federation Web
(Compass application in this case study)d SP site SAML  gepyices and theTrust® SiteMindelWeb Agent support the
consumer fortfolio_architec}. This section also provides angiandard SAML browser artifact protocol and the SAM
overview of the system architecture of our modet fopogt profile protocol. The Federation Web Services

ontology-based management of knowledge artifadisgus  5ppjication includes services as detailed in thbld@d, for
P2P approach. Figure 4 illustrates the differenteda gapm 2.0 specification support.

illustrating different technical components and irthe
placements in the whole layout. The following selst®ns 3.4.4 SAML Affiliate Agent
describe the particular layers and components irerdetail.

The SAML Affiliate Agent enables businesses usihg t
eTrust® SiteMinderPolicy Server an@Trust® SiteMinder
. . Web Agent to act as a main portal and share sgcanit

The SAML assertion generator creates an assemio® f ¢ystomer profile information with affiliated partse The
user who has a session at a producer/IdP sZempass sfiliated partners use only the SAML Affiliate Age The
When a request for a SAML assertion is made effist®  oT51@ SiteMinderSAML Affiliate Agent only supports
SiteMinder Web Agent invokes the SAML assertiongapl 1.0 The SAML Affiliate Agent is a stand-alone
generator, which creates an assertion based onusbe component that provides single sign on and session
session and information configured in the poliayret The anagement capabilities to a consumer site that doeuse
assertion is then handled according to the autteith e SiteMinder Policy Server and Web Agent. Thescomer
profile or binding configured. The 2 profiles aBAML  gjto o affiliate, does not maintain identities fsers at the
artifact profile/binding,where an assertion is placed in theproducer, or portal, site. The affiliate site cartedmine that

3.4.1 SAML Assertion Generator

Table 1 eTrust® SiteMinder Federation Web Serv
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the user has been registered at the portal sitepptionally,

that the user has an active SiteMinder sessioheaportal
site. Based on affiliate policies configured at tpertal,

information can be passed to the affiliate andasetookies
or header variables for the affiliate web servenre SOAP
request for assertion from the affiliate agentdaelusing the
received artifact. Figure 5 shows a typical SOAguest for
the assertion to the identity provider.
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dimensions as shown in the Figure 7. Each of the
considerations as brought out during our discussiath the
team is presented next.

4.1 Isolated Secure Infrastructure and Policies

As in the case of SAML implementation at the bathie
users log into an intranet applicatiorGompass, by

Figure 6 shows how different technical componenss &ythenticating against corporate directory servitasy gain

covered in this section interact with one anotHer.the
figure, we see that both the ends — SAML producad a
consumer — useTrust® SiteMindecomponents for Identity
federation which provides for seamless and easfegiation
due to the product design. Though, the SP usesA®ILS
affiliate agent of the product suite that comesagiee than
having to buy the whole suite like IdP did.

Figure 6. Interaction amongst technical components

4. Security and Privacy Considerations

The potential benefits of the federation projecthat bank
include facilitating core business models, incnegsecurity
and control, achieving efficiencies, simplifyingethuser
experience and creating a scalable solution thawalthe for
future federated partners. It was also noted duriteyviews
that federated identity allows addition of new égtions.
This assists in bank’s future directions to posititself to
generate revenue opportunities by helping busisedee
acquire new customers and to enrich the value iehtcl
relationships. Security and control was statedah bne of
the major expected benefits and one of chief carcenve
conducted separate interviews to understand tharigec
dimensions. Most parties will accept some levelrisk as
part of the cost of doing business, but the bemefitist be
seen to outweigh it. Organizations must avoid dewity for
the sake of complexity and start simple, creatirtgraplate
for the next project using open standards wherpessible.
Based on interviews, with 4 team members of thentea
including 2 security analysts, 1 security managed ane
technology support personnel, on security consitbers: for
the project, we determined that their security tesla
evaluations and concerns could be categorizedSnooad

access only to resources within the bank’s fireviltlley also
need access to an applicatigmortfolio_architect that is
hosted over Internet and provided by a third-paeyvice
provider. Because the bank and the service prodaknot
(prior to the SAML project) federate their identity
infrastructures, users have to log into the Interaite
whenever they follow the link from Compass
Portfolio_architect. The problem aggravates whezy thlso
had to re-enter some of the information that isady
available in compass, into portfolio_architect. Eveit were
practical, the bank has no desire to put its pesary
information or user databases inside each of thmgrathey
use applications of. The solution was to federageidentity
systems. In that scenario, when users followedittketo the
portfolio_architect application, the compass and
portfolio_architect would automatically and securely
exchange identity information. The user’s identityuld be
matched with a record at the service provider, eber
providing direct access without a separate logiry B
implementing the SAML project, the distributed,
heterogeneous architecture of the current IT enuient was
retained. The security policies could be enforcetha bank
within it's own infrastructure, while the SSO menksm
suggested byLiberty Alliance is limited to supporting
distributed authentication and not specifying amndorcing
access control policies.

to

4.2 The Problem of Trust

Environment |
Authentication

Technology
Trust

Infrastructure &

€

Figure 7. Security Considerations for the SAML
Deployment

Federation defines processes and supporting temimod
cooperatively link disparate identity stores togetthrough
higher-level mechanisms. For federated identity sttru
relations between parties need to be establishezh bd-hoc
federation, trust is established one bilateral exgient at a
time. Federated identity cannot establish trusteaih only
communicate it. Bank's team realized that digitignitities
could be strongly authenticated and thus authoriaegiigh-
value online transactions across identity domainthe
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service provider by incorporating business, legal] social

processes to the software engineering issues libgtwere 4.4 Technology specific risks
already dealing with. The federation of the projedhe case
study is an ad-hoc federation with one partner, rettee The security team at the bank researched the SAML

trust relationship is created between the bankthadervice specifications and implementation specific techgglaisks.
provider. Going forward the bank anticipates to mwhob- They concluded that these threats were presentwanile
and-spoke model where it will have more serviceviplers impact could be severe, the probability of expleés low
connected through the same, though scaled, SAMinough for the related risks to be accepted. Thpoitance
infrastructure. The trust was established througfeements review of technology implementation is also echaedhe
with the network and a common foundation that appos SAML specification document:

liability. Bank has established process and proesidor “Before deployment, each combination of
evaluating and deciding what level of security preons authentication, ~ message integrity, ~ and
and privacy protections are sufficient, depending the confidentiality mechanisms should be analyzed for
nature of the business and then to negotiate baseli vulnerability in- the context of the deployment

environment.”

Their thorough analysis of the protocol specificat
uncovered a few flaws that can lead to vulnerable
implementationsSome of the attacks that were identified are
replay attack HTTP referrer attackand man-in-the-middle
attackas presented in Table 2. The SAML SSO specifinatio
(version 1.1) does not prescribe how to use SAMied®ns,
except for the fact that an assertion must contd@rmation,
which allow the destination site to verify the itignof the
user. The formats of the messages exchanged iBAML

The primary concern as mentioned by the securésntat  Single Sign-On protocol are in form of XML elements
the bank was that an attacker who obtains the pyimahowever, only a few of those are mandatory thetetying a
password tacompassapplication will also have access to alllot of security decisions to the implementation.
federated systems. The option to mitigate arisisksrwas to
use of strong authentication technology changedththeat ,
landscape. Some of countermeasures include:

Using strong passwords and limiting unsuccessfgbio
attempts for the primary logon.

Augmenting the application logon with strong
authentication, such as a smart card or OTP toKéms will
reduce the risks of attacks against primary passwidata
and keyboard logging of the primary password.

Risks can be further mitigated by requiring thegetr
system, portfolio_architect, to use the strong eatltation
method when users log in the system directly.

operational agreements with partners. However dtianthe
financial industry is to limit their identity intehanges to
already-established federations, either throughatdsial
arrangements with existing business partners oouthir
industry-specific clusters.

4.3 Risks: Need for stronger authentication

Environment Security and Protection

The identity network (point-to-point) implementég the
bank provided an environment suited to protectihg t
privacy of personal information online. The identiis
asserted through SAML assertion and there is lanitecess
to personal information of users at the bank. Asslt, the
service provider does not have a complete view f a
individual's identity information. The nature ofethdentity
network ensured a secure operating environmenttter
bank’s users. The policy-based privacy protectitireg are
established and enforced by the identity netwosk #hield
the bank from the potential costs, including findsgal
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awards, and damaged reputation of failures to proteexample, with account numbers and other accoura dat
privacy. By creating a controlled environment, thenk's into the identity consumer's application repository
identity network mitigates the risk of fraud or sdty Therefore, there still may be identity consumerusiéc
breaches and reduces the likely damages of angtmeahat administration costs for a new user at the apptinalevel.
do occur. The bank also has designed and implechent®artner [27] estimates that identity consumers ecawme

monitoring, certification and tracking of its usewrghich is
driven by corporate security policies.

5. Analyses, Discussions and Conclusions

Identity and access management is essentially asnefa
finding an efficient, manageable, auditable andiseovay of
connecting users or processes to enterprise resour
Federation fits into the overall identity managetnecheme
by attempting to limit the management burden causgd
external identities. The fewer times a specificniitgy must
be "managed,” the more efficient the entire systethbe.
The federation technology creates or gathers thst tr
assertions that must be made when an internalwishes to
access an external resource or vice versa. Feoleraéin,
therefore, be viewed as an extension of identitpagament
principles beyond the borders of the enterprisg. givals
extend well beyond merely increasing convenienceugers
of resources, to minimizing the costs of, and manznt
requirements for, identity in the connected woite believe
that identity federation is crucial for advancederitity
management and Web services.
identity management can save costs and add
convenience. However, cost savings tend to be sndllare
more often indirect, rather than hard monetaryrsgsi

Key Findings and analyses of cases: Evidence frdma tase
study

Some of the key findings of the case study can be
summarized as follows:

1) The biggest benefit for federation
convenience in terms of reduced sign-on.
2)

Implementing federate

approximately 30 minutes in security administratigimor per
each user identity addition. This will translateatsavings of
$120,000 for the financial institution if it werbet SAML

consumer.

1) Analysis: Case for improved accountability

The case for improved accountability was held fritva

%inancial services perspectives as the eTrust® ymbthas

robust accounting and auditing capabilities. Wita service
provider also using the same product, the auditivap
holistic and all the transactions are logged witthaced
audit trail. We also learned that despite advancésnen
federation standards and technology, creating ar&tidn
still presents many of the same process, controlliability
issues that were common with efforts to join digpapublic-
key infrastructures. Some of the key issues thaéwandled

by the financial institution and the service praridvas that
each federation participant must trust the othetigipants to
perform its identity management functions and mbte
issued-identity credentials. Based on opinions haf team
mgmbers, it was clear that developing participation
agreements and establishing the necessary trustbeaa
d%unting challenge. Federated identity management
technologies improve security by controlling accessan
operation-by-operation basis and providing a deda@udit
trail while enabling access for partners and custsm

2) Analysis: Case for Strong Authentication and
Federated Single Sign On

From a technical standpoint, no significant risk is
presented by providing single sign-on across dospa@s

is usellong as the federation begins with authenticatibat tis

strong enough for the identified business needsisumlilt

Most of the cost savings in the above federation isn the same protocols and the same security takemat.

estimated to accrue to the identity consumer, theyr the project in the case study this was the easiitial

service provider, and not to the identity provider

the financial institution.
3)

savings because it was the first federation prdject

the company. But future implementations will cos

significantly less than the one in case study.

4) Executives and managers at the financial institgtio

. S . S
For the financial institution, the many investments
involved in implementing federation offset any cos

authentication is based on complex password, wisichore

ecure. However like in most standardized envirorime
{nost perceived risk lies in the trust relationsbgiween the
Identity provider and the identity consumer. Thissvevident

lfrom the case study’s project plan where major armhai

time was assigned to understanding SAML consumer’s
environment and performing a SAS-70 audit. It ipamant

rationale that the investments in federated identitl© recognize that the financial institution prow’sql'mie_ntity
and access management should be solidly rootedifformation to the tru_sted partners (external smryirovider)
business process improvements rather than cc¥id resource provider in "manual” form (for example

savings.

The identity consumer can avoid the not-so-insigaift
cost of provisioning external user identities ahel ¢tost of a
directory to hold those identities. This savings nst
common in federations that pass only roles betvpzgties.
However, other applications may require accountsbéo
linked across the federation. That means a usexsaty the
federated application may still need to be provisib — for

through lists of approved users). Both the entseggriin this
arrangement had to consider trust agreements among
themselves and the possible legal consequencesdefdtion.
However, based on our interviews we believe thapfeat
financial institution also recognize that identigderation is
merely an automated, perhaps real-time, versiom ftbe
"manual federation"-based trust they have hadatica
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Discussion Note:The introduction of a multi-protocol the Identity provider — the financial institution our case -
architecture — for example, one based on both SAMH where adding more trusted partners would cost faguitly

WS-Federation adds complexity and can
functionality. A serious concern related with idgnt
management, whatever solution is chosen, is the ofs
identity theft. Despite guidelines have been predidn how
to protect against identity theft [10], not manidity theft
protection solutions have been proposed so farurfgc
prevents theft and impersonation when the ideatitybutes
are used and privacy protects against the disdosir
identity when the user has the right or expectatan
anonymity [11]. Some of techniques that can be eygul
are zero knowledge proofs [5][19] and distributedttables
[15]. Multiple weak identifiers may lead to a un&u
identification [28]. The three most important quess to be
answered in a risk analysis, during initial esttioient of
trust agreements, are the following [25]:

How will each participating organization confirmehdentities
of individual internal users before issuing theradentials that can
be used, internally and externally, as part of fibderation?

How strong must the online authentication and tedbgy be
within each organization (for example, will a u$brand password
be good enough to assuage risk concerns, or vett@enger form of
authentication be required)?

Which organizations will be liable (and to whatend) if one
participating organization's identity credential issed to commit
fraud, or to improperly access the resources of theo
participating organization?

3) Analysis: Case for user convenience

redudess than the first set-up. In a federation, fa pmovider of

the application (the identity consumer), savings aecrue in
two areas: reduced security administration costisraduced
help desk call volume associated with password:resks.

Negligible savings are associated with users' redditne to
sign into multiple applications, and monetary sgsiare not
typically calculated. However, any cost savings heen
offset by a number of other investments in federatihat
include the software, hardware, integration andnteaiance
costs of the federation solution incurred by baties of the
federation partnership, the costs associated Wwahatiditing
of partner identity management practices and thee fter

using a third-party identity provider, and the cdstr

switching if the business relationship with thestfiprovider
sours within the federation community, or if they gut of
business.

Discussion Note: The ideal arrangement is what is
sometimes called “federation in both directionsy"which
each partner manages some resources for the otisers,
and both partners, therefore, realize some valn fr
federating identities. There are no security adstiation
savings for identity providers (sometimes a thiedtp
service that charges a fee for the service) bec#usg
remain responsible for enrolling, administering and
authenticating the user prior to them "federating" the
application. The cost of verifying an identity (tipeocess
known as identity proofing) can be quite high, espléy

User convenience is one of the major benefits & thyhen using third-party service providers; for extenpredit

federation for the financial institution. Besiddscreased
user-friendliness (fewer clicks, easier account paslsword
management, easier discovery of applications, aatiean
service-oriented messaging, seamless integrati@@dmt
members at the financial institution believe thaetWSSO
has helped them boost data transfer and conteernhueg.
The biggest benefit for federation is user convaceein

rating organizations [27]. Because an identity comsr does
not maintain user identities for its federation tpars,
federation reduces IT service desk costs for pasbveset
calls. To monetize the savings, the identity coresumust be
able to reduce staff or reduce the number of callsa
customer service center or IT service desk if iee@ment
includes a cost per call taken. Otherwise, the sagings are

terms of reduced sign-on. The project team membegsft and associated with staff being able to dceothork

mentioned that the users’ experience, of the syatetarms
of convenience in automatically logging into or aftthe
system (Single Sign On and Single Log Out) andhawring
to remember another set of credentials, has improVee
users particularly liked the feature where trarieact
information and other details are also transferfemn

Compass to portfolio_architect behind the scenes asWeb access management tools that,

attributes in the SAML assertion. Also, initialljetre is one
fewer step to register account with the federafgaieation.

4) Analysis: Case for reduced costs and increased
productivity

(referred to as opportunity costs).

5) Analysis: Case for IAM readiness for adoption of
industry standards

Most cases of single-sign-on use are implementéuyus

in turn, can be
augmented with federated identity gateways proviogdhe
Web access management (WAM) vendor or an indepénden
vendor. The implementation of the case study wa dsing
OASIS SAML specifications after deliberate consatiems

on industry trends and future inter-operability. h\&, most

of the industry has converged on SAML as the idgnti

Most of the federated identity management (FIM)tcodederation protocol of choice Microsoft and IBM leav

savings accrue to the identity consumer and argelar
opportunity costs and not hard monetary savingerdlare
no cost savings for identity providers — they atél s
responsible for enrolling, administering and autivating

their own end users. This is also consistent whii tase
study of this paper, where similar opinions wergressed.
But also was noted that there are huge economissaté for

developed a competing standard, WS-Federation, and
Microsoft has implemented WS-Federation in Active
Directory Federation Services (ADFS), which nowluced

with Windows Server 2003 R2. This was one of theceons

of both the enterprises while they were getting ihe
federated relationship.
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Discussion Note: While WS-Federation supports the
SAML token format, it does not yet support the SAML
protocols. We are seeing signs that this can create

25E

7) Analysis: Case for opportunities for increased

revenues

interference pattern in organizations that have mitted to
using SAML but have lines of business or agendies tise
Microsoft infrastructure for identity managementamish to
participate in a federation. Two good examplesativa and
growing federation frameworks are thigibbolethandUnited
States E-Authentication Federatiof22]. Shibboleth is
standards-based, open source middleware softwaase

provides Web Single SignOn (SSO) across or withimcrease

organizational boundaries [21]. Organizations thkn to

By functioning as an Identity Provider, the finaalci
institution has created a re-usable and scalabknéss
model around password and identity management. The
technical implementation, with a blend of own ahidd party
offerings, enables a business ecosystem of thendiak
institution, where, for instance, revenue-sharingdets and
tho-marketing campaigns are methods that can help to
revenues. Having set the infrastructur@ an
competence for complex level identity federatioitiatives,

adopt Liberty Alliance protocols based on the Sigur the financial institution has positioned itself &vail any

Assertion Markup Language (SAML) token format andpportunities to federate with other business gastrwith

protocols may have business partners with estaalishless work. Increasing federated partners will ataoslate to

commitments to Microsoft and WS-Federation protecol better and newer services to its customers forldeatity
provider.

6) Analysis: Case for commercial products against
open source solutions

Discussion NoteThe applications that federation partners

wish to federate may not yet be Web-enabled, anthit be

The team at the financial institution believes thafmpossible, or too difficult or costly, to changhese
commercially supported products make for good aiatds applications.

for enterprise grade deployments. However, the esscof
open-source software (OSS) such as the Linux, Agach

MySQL and PHP (LAMP) platform shows the real optiorReferences
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