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Abstract: Cameras attached to mobile phones are
becoming more and more common, and as we move
towards 3G and Next Generation Networks, it has
become more a standard feature of mobile phones. Over
recent months there have been a few grandiose claims
within the media about the potential misuse of phones
with camera capability. Unfortunately some of these
claims are not proved by available facts resulting into
confusion and misunderstanding. It may suffice to say
that some digital cameras are smaller, convenient and
technology superior in image quality. This makes them
easier to use in an unacceptable manner.

Camera phones are designed to provide a means of
transferring images via your mobile phone to complement
voice or text based communication for business or
personal reasons. Normally the youth gets attracted
towards the sexual photography and watching movies on
the mobile devices. Some times such movies get
broadcast on the network like wild fire and it is available
to all the community. It is indeed a difficult task to
identify the user who has captured these photographs or
movies and made it public. This paper focuses on a
technique through which this problem can be solved. This
technique, if implemented, on a mobile phone can really
help the concerned authority to identify the culprits.

Keywords: Steganography, DCT, LSB, Digital
Watermarking.

1. Introduction

It is necessary however to ensure that our young people
are provided with sufficient guidance to make their own
decision on what is appropriate to distribute via wireless
networks and what the consequences could be if they
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allow themselves to be photographed in a situation
where they could be blackmailed or embarrassed.
Normally it is

not the responsibility of the service provider to
monitor

all the information flowing on to the network. So
there is a need for a secure mechanism to identify the
owner of mobile device without his or her knowledge.
Ultimately this mechanism has to be kept secret from
the user community because if the user knows about
such a mechanism which is included in a mobile
device then it may adversely affect the business of the
mobile manufacturer.

2. MOBILE PHONE USAGE AND APPLICATIONS

Mobile phones are now as much a part of our lives as
computers and the Internet as a means of
communication. They are more in use than fixed line
phones. They provide telecommunications to people
remotely and in wireless manner providing more
freedom for people to communicate. Mobile
telecommunications can help us live our lives more
efficiently. They cut down the need to travel, reduce
business costs and can be vital safety devices. And of
course people enjoy using them, especially our youth.
Most young people over the age of 14 or 15 years now
either own, or have access to a mobile phone and most
now consider them a fashion accessory.

Mobile phones have changed the way our young
people communicate. Text messaging has taught them a
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whole new language. More importantly, mobile phones
allow us, as parents, the comfort of knowing that we can
contact our children at any time. We now have the
assurance of knowing that when our children are out late
at night, they no longer have to search for a payphone that
works to contact us — they have their mobile phone and
can always call us in an emergency. The financial cost of
maintaining a mobile phone is generally low, if it is used
responsibly, considering the value and convenience it
provides to parents and children. As with all technology
solutions, some risk arise to the end users of product and
service offerings, particularly those that provide us with
the ability to connect with the global community.

It must be stressed that these risks are not new; they are
simply applicable to a new operating environment. While
most of us have a strong desire to enrich our lives by
participating in this bigger environment, it is important
that we are aware of the risks of mobile phone ownership.
These risks range from the financial risk of ownership
through to that associated with personal safety and the
release of personal information about ourselves when
communicating with others. It is equally important that we
educate our children about these risks.

3. Introduction to Steganography and
Digital watermarking

Steganography and Digital watermarking is the art of
sending message within the image such that the existence
of the message is not known to the capturer. The goal is to
avoid the perception of hidden message within the image
during transmission. If there is suspicion then the goal is
not satisfied. Steganalysis is the art of identifying and
extracting such covert messages.

Cryptography and Steganography form the basis for a
large number of digital watermarking concepts. The stego
system is conceptually similar to the crypto system.

Figure 1 shows the overall representation of the stego
system whereby a key is additional data needed for
embedding and extracting. The Embedding function and
the Extracting function are opposite to each other in the
sense that reverse operation will take place in extracting
the message than that of embedding the message in the
cover object.
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Figure 1: Block diagram of Stego System

Watermarking is very similar to steganography in a
number of respects. Both seek to embed information
inside a cover object with little to no degradation of
the cover object. Watermarking however adds the
additional requirement of robustness. An ideal
steganography system would embed a large amount of
information, perfectly securely with no visible
degradation to the cover object. An ideal watermarking
system however would embed an amount of
information that could not be removed or altered
without making the cover object entirely unusable. As a
side effect of these different requirements, a
watermarking system will often trade capacity and
perhaps even some security for additional robustness.
Some methods of steganography and watermarking are
as under.

e [SB (Least Significant Bit)
e  Transformation based schemes

A major advantage of LSB algorithm is that it is
quick and easy, whereas using transformation
techniques like Discrete Cosine Transform (DCT) and
Discrete Wavelet Transform(DWT) takes a large
amount of time to embed and the embedding capacity
is also less. There are number of other ways in which
embedding can be carried out like redundant pattern
encoding, spread spectrum method etc.

Applications: There is a growing importance of
steganography and watermarking in intelligence work,
as it is viewed as a serious threat to some governments,
even the spying agencies can use it for the secret data
transmission. ~ Most  researchers  believe  that
steganography’s niche in security is to supplement
cryptography, not to replace it. Description like place,
person’s name, time, event, ownership, accessibility,
etc. can be piggybacked with the original cover
image/video/audio and retrieved at the destination end.

4. Steganography in Mobile Phone

Steganography is the art of hiding information inside
the cover object like image, audio or video, whereas
adaptive steganography - an intelligent approach to hide
messages through the techniques like LSB, Matrix
Encoding and PN-Sequences - serves as a capable
solution to recent security assurance concerns.
Incorporating the above data hiding concepts with
established cryptographic protocols in  wireless
communication would greatly increase the security and
privacy of transmitting sensitive or non-sensitive
information.

Here, I propose a model for identifying the owner of
the mobile device who has taken the naked photographs
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or a movie through mobile phone. There are a number of
issues that need to be resolved for embedding the
information in the mobile phone like 1) low embedding
capacity in mobile devices due to fixed image dimensions
and memory constraints and  2) compatibility between
mobile and land based desktop computers. There are
number of applications which include steganography for
secure banking applications. In this paper, I have tried to
present a model to catch the owner of the mobile device
who has taken the undressed movie/photographs.

The proposed concept is as follows:

Photo or movie is captured by the user
The phone number or mobile machine ID (Serial ID)
is then embedded in the captured image/movie.

e The embedding algorithm which is applied at this
point has to be very fast and the capacity of
embedding also has to be considered. It must be
possible to embed the information multiple times so
that even though if some attack takes place
intentionally/un-intentionally at the destination or in
between then the information can be extracted error
free.

e The embedding of information in to the image or
movie should not have any artifacts on the captured
image/movie.

e The simplest algorithm is Least Significant Bit
insertion (LSB) but an attack or modification of bits
can result in the loss of the embedded information.
However, since the algorithm and the mechanism
have to be kept secret, there are very rare chances
that any user will ever come to know about this
mechanism.

e There are other data hiding techniques which focus
on robustness of the hidden data rather than capacity
of data. If the robustness is to be considered then
such a technique can be classified as Digital
watermark or else a simple steganography
technique.

e [Ifthe user is taking undressed photographs/movies
and if he/she claims that this photograph/movie is
not taken by him/her then this mechanism can prove
the owner of the mobile device and can catch the
mobile owner for this offence.

Proposed Layout for Identifying the Owner of
Mobile Phone is as under:

Mobile user capturing movie or photograph

A 4

Apply Steganography technique like LSB
to embed the phone number in to movie
or photograph
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An inquiry to police to identify the
source

An inquiry to police to identify
the source of naked photograph /
naked movie

\ 4

Forensic lab will have to use the
reverse procedure to identify the
owner of mobile phone using the
embedded Information in the
picture/movie and catch the defaulter

5. Algorithms

Two locations Bi(ul,vl) and Bi(u2,v2) are chosen
from the low/middle frequency region of DCT for
comparison, we must choose the coefficient on the
recommendation of JPEG quantization table such that
they have identical values.

5.1 Algorithm for embedding using block based
method, using comparison between low-band
coefficients.

e Set minimum coefficient difference

e  Set the size of the block in cover to be used
for each bit in watermark

e Read in the cover object

® Determine the size of cover image

® Read in the message bits (Serial number of
mobile phone)

e Reshape the message to a Vector

e  Check that the message isn’t too large for
cover

e  Pad the message out to the maximum
message size with ones.

e  Generate shell of watermarked image

®  Process the image in blocks

o Encode such that (5,2) > (4,3)

when message(x) =0 and that
(5,2) < (4,3) when message(x)=1
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o Transform block using DCT

o If message bit is black(5,2) >
(4,3) then we need to swap them

o If message bit is white (5,2) < (4,3) then
no need to swap them.

o Now adjust the two values such that
their difference >=K (min. coefficient
difference)

o Transform block back into spatial
domain

o Move to the next block. And at end
move to the next row.

e Store the file on a mobile device.

5.2 Algorithm for recovery using block based

method, using comparison between low- band
coefficients.

e  Set the size of the block in cover to be used for
each bit in watermark
e Read in the watermarked object
® Determine the size of watermarked image
e Determine maximum message size based on cover
object and block size
e Read in original watermark
® Determine the size of original watermark
® Process the image in blocks
O Transform block using DCT
O If dct_block(5,2) > dct_block(4,3)
Then message(x) =0
Else message(x) =1
O Move to the next block at end of row move to
next row
O Reshape the embedded message
e  Show the embedded content to the user.

6. Attacks on embedded

message/watermarks

A watermarked image is likely to be attacked
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O Re-sampling

O Re-quantization

O Dithering distortion

O Recompression

O Linear Filtering such as high pass and low
pass filtering

O Non linear filtering such as median filtering

O Color reduction

O Addition of constant offset to the pixel
values

O Addition of Gaussian and Non Gaussian
noise

O Local exchange of pixels.

e  Other intentional attacks are also possible like
watermarking of watermarked image, forgery,
etc.

7. How to Embed/Recover device ID
in/from captured image/video
using camera based mobile phone

In mobile operating system camera application is
treated as any other normal application. We need to
monitor this application continuously in order to
embed device ID in the captured image/video. Every
time a camera phone is switched on, the operating
system should start an application which will monitor
the camera application. As soon as this application
detects any camera event, it should embed the device
ID in the captured image/video. Whenever any
image/video is to be examined it can be tansferred to any
computing device where the device ID recovery algorithm is
already available.

8- A Implementation results of DCT
based method

In MBCX (Mid band Coefficient Exchange) method
where k is the difference in coefficient and B is the
block size.

intentionally or unintentionally. Some intentional Mid frequency band results
attacks include cropping, filtering, rotation, scaling etc. And
unintentional attacks include compression, transmission noise etc. LENA MOON CAMERA
Summarization of these different types of attacks is as MAN
follows: K PSNR PSNR PSNR
10 | 2.12E+04 |4.42E+04 1.80E+04
e Lossy Compression: Many compression schemes B=8 |50 | 2.41E+03 [2.92E+03 2.45E+03
like JPEG and MPEG can potentially degrade the 200 | 183.4009 12015846 190.9553
quality of data through irretrievable loss of data.
®  Geometric Distortions: Geometric distortions are 10 | 1.17E+04 |3.88E+04 8.43E+03
specific to images videos and include such B=16 |50 | 5.32E+03 |8.41E+03 4.81E+03
operations as rotation, translation, scaling and 200 | 624.7721 |744.1055 6.37E+02

cropping. Table 1: DCT RESULTS FOR MID BAND
e Common Signal processing operations: They

include the following:

O D/A Conversion

O A/D Conversion
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8-B Implementation results of DWT —
based method of 1scale and 2 dimensions

Here k is the watermarking gain constant and
embedding is done in HL and LH band.

DWT Result using PN sequence(HAAR)

CAMERA

LENA MOON MAN

K PSNR PSNR PSNR
0.2 | 4.5852E+04 5.0465E+04 4.8105E+04
0.5| 9.0000E+03 1.0831E+04 9.4811E+03
2.3216E+03 3.0520E+03 2.4488E+03
2 | 5.8312E+02 8.2148E+02 6.3395E+02
10 | 2.5822E+01 3.8053E+01 2.9130E+01
50 | 4.8272E+00 4.3320E+00 4.8499E+00

Table 2: DWT Results for 1-scale and 2- dimensions

8- C Implementation results of DWT -

based method of 2scale and 2 dimensions

DWT Result using PN sequence (HAAR)
AMERA
LENA MooN | CAMER
K PSNR PSNR PSNR
0.2 |1.0584E+05 1.1390E+05 1.1103E+05
0.5 |3.2000E+04 3.5818E+04 3.3576E+04
2 |3.0005E+03 3.0375E+03 2.44E+03
5 |3.7190E+02 5.4171E+02 4.1143E+02
10 |9.4006E+01 1.4112E+02 1.0727E+02

Table 3: DWT Results for 2-scale and 2- dimensions

All the results were obtained in Mat lab. Since DCT and
DWT techniques takes more time the best way is to use
nLSB approach to embed more information in the cover
image.

9. Conclusion

Digital media offer several distinct advantages over
analog media, such as high quality, easy editing, high
fidelity copying. The ease by which digital information can
be captured, duplicated and distributed has led to the need for
effective copyright protection tools. Using mobile phone is
very common and manufacturers are sure to offer number
of utility services embedded in the mobile devices. Some
of the functions that are likely to be performed by the
mobile device are securing the house, controlling the
access to PC, AC, Refrigerators, Door openers, Gate
openers, Location Trackers, User monitoring systems,
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Online banking, Railway and Air ticket reservations,
Browsing the web etc.

In this paper the author has identified an area where
the mobile manufacturers can play an important role by
implementing this technique through which the
identification of the mobile device with which a
undressed image/video was captured can be made
easily. Further, using this information the owner can be
recognized and can be apprehended using Geographic
Information System (GIS) systems already in use with
most of the governments.
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