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Abstract: Cloud computing is becoming increasingly common
in many businesses. Cloud computing can be described as a
distributed system in which a link is formed between the end-user
and the cloud service provider's services (CSP). The most
popular use is cloud storage, which has been the primary benefit
of cloud computing, where the business data get stored in the
cloud by the cloud provider. Despite this benefit, cloud
computing's security has become much more critical due to
numerous security breaches. This article outlines various work
related to the threats, flaws, and possible safeguards in cloud
computing.
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. Introduction

Cloud computing is a distributed system for services hosted
by organizations and institutions without the need for
maintenance at a very moderate price [1]. This technology is
increasingly being adopted, but despite that, the security aspect
of cloud computing is still a concern of the end-user in terms of
the laaS security level of the CSP [2]. Due to the flexibility in
cloud computing, easy scalability, cost-saving, and high
availability, it has been predicted that the cloud market will
spread $241 billion by the end of 2020 [3][4]. Nowadays,
cloud computing has become an essential aspect of every
innovative technology organization, including core business
apps, codeless applications, network security, data protection,
remote security services, security virtualization, and identity
management virtualization security. In all the points raised,
data protection is essential in cloud computing, and this needs
to be addressed before moving to the cloud [5][6]. This
valuation is also reinforced by the 2020 prediction by Forbes
that "the hyper-scale global public cloud leaders will form more
alliances while refocusing on their core strengths; leading
business app vendors will ditch their proprietary infrastructures;
high-performance computing will take off; the crowded
cloud-native development ecosystem will deliver service

meshes and serverless computing; and cloud management
vendors will shift focus to security after a well-publicized
public cloud data breach” [7][8]. A lack of trained personnel,
contradictory best practices, a lack of sophistication, and
complex commerecial structures tend to be part of the problem.
The adoption of the cloud has reached a turning point, and we
see today that the usage of cloud service is not only used by the
average Internet users but most organizations and institutions
have started migrating to the cloud (M2C). Despite all this, the
security aspects of cloud computing need to be analyzed and
addressed efficiently. One cannot rely on the quality of service
(QoS) and the service level agreements (SLA) guaranteed by
the host servers. This paper tries to cover a wide range of
security flaws and possible solutions [9] [10]. Few questions
raised to be addressed: (i) Human and Technology factor, (ii)
Data Encryption Method, (iii) Data Location, (iv) Data
Transmission, (v) Access rights, (vi) Data Protection, (vii)
Protection and Recovery of Data, (viii) Forensic Support, (ix)
Long term viability, and (x) Physical Security.

The Nine-Five-Circle [11] ISMS recommends that other
factors that need to be considered in a data security perspective
in the cloud environment are culture, communication,
availability of resources, skilled personals, employees proper
training security awareness, and competency.

The main contributions of this review work are as follow:

» To summarize various work related to the threats, flaws,
and possible safeguards in cloud computing.

It also includes details on the most influential cloud
architectures and frameworks.

« In addition, the work looks at potential research areas
associated with cloud computing security.

The remaining of this work is outlined below: In Section 2, we
discuss the Cloud Infrastructure Architecture. In Section 3, we
discuss the Security impacts based on deployment and delivery
models. The threats and vulnerabilities of cloud computing are
presented in detail in Section 4. In Section 5, we present
several measures and controls to secure cloud computing.
Finally, in Section 6, we offer the conclusion and explore
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possible future research fields linked to security in cloud
computing.

I1. Cloud Infrastructure Architecture

This chapter provides a brief understanding of cloud
architecture before diving into the security aspect. Cloud
computing is a distributed system for services to be hosted by
organizations and institutions. It is seen as a provider of
on-demand computing services from applications to storage
and processing power [12]. According to US-based National
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Institute of Standards and Technology (NIST) [13], the Cloud
Computing Reference Architecture describes cloud computing
and its security implications with four major players: (a) cloud
client, (b) cloud auditor, (c) cloud provider, and (d) cloud
broker. Figure 1 shows a conceptual model of the NIST cloud
computing reference architecture [14], which describes the
main actors in cloud computing and their operations and
functions. The diagram portrays a generic high-level
architecture and is meant to aid comprehension of cloud
computing's specifications, uses, characteristics, and standards.
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Figure 1. NIST Cloud Computing Reference Architecture

As shown in Figure 1, the cloud provider works over
three-layer model which comprises of physical resource layer,
resource abstraction and control layer, and service layer. Each
layer provides different functionalities while serving the
request from the cloud consumer. The physical resource layer
deals with the underlying hardware in the cloud architecture.
The resource abstraction and control layer provide abstraction
to the resources present at different sites as well as controls
them. The service layer provides three types of services to its
customers which categorized as Software as a Service (SaaS),
Platform as a Service (PaaS) and Infrastructure as a Service
(laaS) [15]. The cloud auditor, on the other hand, performs
various security audits at different sites, privacy-based audit
and performance audits to keep check on the performance
[16].

The management activities related with cloud services provide
business-support, provisioning or configuration and portability
or interoperability. The business-support services include
managing customers or contracts, managing inventory,
accounting and billing, reports and audits, pricing and rating

[17][18]. The provisioning or configuration include services
like rapid provision, resource change, monitor and report
generation, metering and SLA management. The portability or
interoperability include services like data portability, copying
data to-and-from, transferring bulk data, interoperability of
services, providing unified management interface, system
portability and migrating VM images/App/Svc [19].

In near future, the cloud and its services will become more
complex by integrating more resources and services, it
becomes quite difficult for the cloud customers to manage their
cloud services by themselves. In such a scenario, instead of
directly requesting to the cloud providers, the customers can
request cloud brokers to manage the services. The cloud
broker can act as service intermediate for enabling value added
services to the customers; service aggregator for integrating
multiple services for the customers; and service arbitrage for
enabling customers to choose services from multiple ones.
The ISO certified Nine-Five-Circle (NFC) presents a
framework to secure information at different levels in an
organization [20]. It establishes the interrelationship between
human security awareness and technology security best
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practices and six major factors that also influence cloud
computing its security. The NFC conceptual model [21],
illustrated in Figure 2, presents an overview of the NFC
security reference architecture, which identifies the major
factors, their activities, and functions in cloud computing
security, namely; (a) Security Intelligence, (b) Cyber threat

1. Security impact based on deployment and

intelligence, (c) External partners, (d) Organizational
commitment (e) Information security misperception (f) Lack of
Security Investment (g) Information Security policy.

delivery model

There are currently four different cloud implementation models
[22] in use and three different types of integration systems.

A. Cloud Deployment Models

The security consequences of each of these four deployment
and provisioning models are different. Both of these models
and their security implications are briefly discussed in the
subsections below:

Public Cloud [23][24][25]

Description

This is based on a fine grain of resources. This is the common type of cloud deployment models such as google drive,
dropbox, sky drive, and iCloud services. Infrastructure security measures are not known to customers nor the computing
mechanism behind these services. Customers can add data and retrieve them at any given period of time when needed.
The service provider guarantees the security aspect of this service.

Security Implication

Effects on security are relatively high, and you do not have to take care of them. In this model, your data lived behind an
enterprise-class firewall and managed by skills personnel from the service provider. Your data is trusted in the hands of
the service provider and its employees.

Security Disadvantages

The huge security challenge of this model is the global granted access. In this model, you will be sharing the server with
several other uses. Here, your data security depends on the security measures established by the provider. Other factors
include external legislation.

Private Cloud [23] [24][25]

Description

This is a dedicated system set up for a single organization. Large organizations commonly use this. This comes with a
completely private environment where these organizations can apply their security measures. This comes with a high
cost.

Security Implication

Effects on safety are relatively high, as the organization controls the physical servers and access to the servers.
Some other benefits are that the information lives behind your firewall, and the architecture design is based on your
organization's exact needs.

Security Disadvantages

This model has a high implementation cost because it necessitates a large number of resources to maintain protection.
Since your workers have physical access and defend against attacks if they occur, high management and administrative
skills are needed. As a result, both cost and return on investment are important considerations in this model.

Hybrid Cloud [24][25][26][27]

Description

A private cloud is connected to one or more external cloud providers in this cloud service technology model. It is seen as
a combination of both private and public deployment models. This combination comes with various security strategies,
and the cost of this type of model is less as both are integrated into one system.

Security Implication

A positive effect on security is that security can be targeted to the weaknesses, threats, and risks to be evaluated. This
makes it cost-efficient and focused.

Security Disadvantages

Security challenges are relatively high due to their complex nature. Additional administrative efforts are required to
manage and detect any risk exposure.

Community Cloud [24][25][28]

Description

More than one single Infrastructure is used in this model type. Several organizations can control a single service
deployment model. This kind of model is mostly used when organizations have a shared interest in using a single cloud
model.

Security Implication

A positive effect on security is that security concerns are the provider's responsibility. Data is also hosted in several data
centers to ensure high uptime, security, and recovery. Visionary financial institutions are adopting this model to make
their operations more secure.

Security Disadvantages

You support yourself in any security breach.

Table 1. Cloud deployment model
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Figure 2. Nine-Five-Circle Cloud Security Reference Architecture

B. Cloud integration model

NIST [29] has proposed three cloud service models, namely,
Infrastructure as a Service (laaS) [30], Platform as a Service
(PaaS) [31], and Software as a Service (SaaS) [32]. The
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service description and associated risk with each cloud service
model is presented in Table 2. Further, the mapping of various
cloud services provided by the cloud providers to the cloud

model is presented in Table 3.

Delivery Model | Description

Risk

Infrastructure
as a service
(laaS)

laaS models are elastic and scalable. This is a cloud-based
infrastructure used to maintain and monitor the cloud data
and network. This model is based on the consumption of
resources by the users.
investment and overhead. The cloud service provider is
not responsible for the security of the data but rather the
operating system security.

It requires less up-front

This model has a lot of advantages, but the risk is based on the
shared services. Here the security responsibility is shared
between the cloud provider and the user. In such scenarios, a
misconfiguration in the security aspect, such as the wrong
configuration of authentication or security standards from the
user side, will leave potentially sensitive information
vulnerable to unauthorized access.

Platform as a
service (PaaS)

This is a platform used in the development of business
applications and for offering cloud components. An
example is
organizations to build, run and manage web applications
without the requirement of Infrastructure. Both laaS and
Paa$S are pay-per-use models.

google-cloud. This model allows

This model is based on the concept of using shared resources
(such as hardware, network, and security measures); security
issues typically focus on the business-critical information that
hackers can obtain during a data breach. This platform is
commonly used for business application development. The
security responsibility lies on both the cloud provider and the
user. However, the cloud provider takes the higher risk.

Software as a
service (SaaS)

SaaS, or on-demand software, is a subscription-based
model in which software is licensed and centrally hosted.
This is a cloud-based software service used to manage
third-party software by the client-side. This kind of
application uses web plugins to deliver services. There is
no download or installation requirement.

This model comes in handy when the consumer lacks the
necessary resources or skills to set up an application ecosystem
and manage. The SaaS provider takes the huge responsibility
of the services being provided whereby the client ensures the
client-side security. Data encryption and other security
measures must be adopted here to ensure the security of data.

Table 2. Cloud delivery model
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Model | SaaS PaaS laaS
Public | Amazon Microsoft Azure,
Cloud | Salesforce.com | VMware,
QuickBooks CloudFoundry,
Office 365 Google
AppEngine
Private Stackato, Hyper-V,
Cloud Apprenda, VMWare,
OpensStack,
Cloudstack
Hybrid Cloud Factory Customized,
Cloud Customized Rackspace

Table 3. Categorization of various cloud services

IV. Cloud Computing Threats, Risks, and
Vulnerabilities

The same threats exist in the cloud as they do in
conventional infrastructures, and they must be handled to the
increasing number of cloud users per day, the amount of data
stored by the service providers is also increasing rapidly. This
has become an attractive target for attackers.

A. Vulnerabilities and open gaps in cloud security

The following are some of the vulnerabilities and open gaps
in cloud security.

e Data Breach: The major concern arises from data
theft due to the numerous numbers of sensitive data
these providers keep. This has become a concern to
consumers to know which type of security is being
provided by providers to protect what type of data.

e Internet-Accessible Management APIs can be
Compromised. Vulnerable interfaces lead to
shortfalls in the confidentiality, integrity, availability,
and security of systems and data. A service provider
might change APl connection, but these are
frequently not communicated with the clients about
the changes. This brings about a lack of transparency
about the kind of vulnerabilities their data might face
in the future. Here, we can clarify that the voice of
selecting the right cloud model is based on the
deployment and delivery model.

e Shared Technology vulnerabilities: Because of the
increased leverage of resources, attackers now have a
single point of attack that can inflict harm well out of
proportion to its importance. An excellent example of
a technology for sharing is a cloud orchestration or
hypervisor.

e Human Factor: Companies that migrate to the cloud
without a team of experts who are well-versed in
cloud technology and the principles of delivering
cloud-based applications may face downtime and
much more serious operational issues.

e Insider Threats: Current or former employees,
system managers, vendors, or business associates
may all pose a threat, with motivations ranging from
data theft to simple vengeance.

165

Misconfigurations and Authentication Bypass:
Misconfiguration of the authentication check is a
common cause of data leaks. In combination with a
bad encryption key and certificate management, weak
passwords are the most common causes of security
breaches.

Denial of Service (DoS): Any form of DoS or
Distributed DoS will affect all users on the cloud

Insufficient Due Diligence Increases Cybersecurity
Risk: Moving to the cloud without sufficient due
diligence.

Malware Injection Attack: They are injecting a
service implementation or evil virtual machine into
the cloud environment.

B. Attack Vector

Regrettably, when it comes to cloud protection, weaknesses
in the cloud environment have been discovered, resulting in
attacks. The following are a few examples of established
cloud-based attacks. According to recent research, there are
three main attack vectors: network, hypervisor, and storage
hardware. The external, internal, cloud provider and insider
attacks are all mapped to these vectors.

V. Security Measures

laaS and PaaS have progressed beyond the early stages of
deployment in the public cloud today. Now that more
resources are being migrated to the cloud, confidence has
become a critical factor in the relationship between the
end-user and the CSP. Cloud security and trust have certain
characteristics. The definition of protection in cloud computing
is important because it is crucial in protecting user data stored
in the laaS cloud. Trust is linked to security because if the
cloud is extremely safe, the data that resides in the cloud is also
secure, increasing the degree of trust between users'
perceptions of cloud services adoption.

It is important to assess and define the levels of Infrastructure
that need attention and safety to reduce the risks associated
with information security. The computing layer (hypervisor),
data storage layer, network layer, user interface, API layer, etc.
This chapter outlines some of the best practices to consider
when protecting cloud computing and services, as discussed
below. Further, the research work done to provide the different
securities to cloud services and computing are presented in
Table 4.

o Data Encryption: Data must be encrypted at rest and
during transmission. Using the out-of-box encryption
might not be appropriate for the type of data in
question.

e End to end encryption: Data being transmitted must
be encrypted due to the various geographical
locations the data might traverse through.
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e Network Encryption: Network encryption is also a
mandatory.

Monitoring, Auditing, and Anomalies
Identification: Continuous monitoring and audit of
systems allow you to track anomalies.

e Access Control: Access control must be addressed by
using a state of the act access approach. The use of
multi-factor authentication, including OTP, tokens,
smart cards, etc., will significantly reduce the risks of
unauthorized access to the infrastructure.

Staff Training: Continuous security training on
technical competence must be provided to enhance
the overall level of information security.

Business continuity plans: Security incidents that
cause the unavailability of whole or part of a
business-critical process must be documented.

o Validate cloud user: Screening cloud consumers to
prevent the use of any malicious attack purposes.

e Cloud Access Security Broker (CASB): Enables
administrators to anticipate potential risks of data loss
and provides a high level of security.

o API security: API security must also be addressed to
ensure that any vulnerability is mitigated.

Insider threats: cloud providers should screen
employees and contractors to prevent any insider

attacks.

Protection Research | Description Advantage Limitations
Technology Study
Data Encryption [33] Applied AES method over Heroku | More secured data with | Large-size data takes more
implemented cloud AES delivery time
[34] Used Dynamic Data Encryption | Lesser time taken for | Therisk is bit higher as selective
Strategy (D2ES) for selective data | encryption to meet the | encryption is performed
encryption performance
[35] Proposed DNA based security | Resists various security | System overhead increases
algorithm with 1024 bit key attacks using long-sized
key
[36] Proposed a novel attribute-based | Lesser computation | Need to design hidden access
encryption using limited resource overhead  with  better | policies for secure
security communication
End-to-End [37] Proposed SmartEdge model for | Reduces delay and | Edge devices need to be
Encryption secure multi-media communication in | bandwidth consumption registered  before  starting
Smart cities communication
[38] Applied randomness attack model | Deals with various | Require hardcore functions for
with secure public key randomness-based attacks | encryption
[39] Used practical forwarding secrecy for | Fine-grain revocation of | Constant size of cipher text
cloud emails decryption
Access Control [40] Time-outsourced attribute-based | Reduced cost of access | Pairing operation is assigned to
encryption policy and limits the access | the cloud
time
[41] Fine-grained access control over | Works well in | Synchronization is required
cloud-based multi-server heterogeneous environment | among multiple server
[42] Proposed a blockchain based access | Protects sensitive data as | Bottleneck over centralized
control framework i.e., | well as access controller
AuthPrivacyChain
[43] Attribute based encryption with | Protect from collision | Data owner has to divide its
threshold-based key sharing and | attack users in groups and allot them a
multiple authority access control secret key
Cloud Access | [44] Fuzzy-based CASB for negotiation | Allows heterogeneity Requires third-party for CASB
Security  Broker as well as prioritization
(CASB) [45] Integrate dynamic CASB framework | Intelligently securing data | -
with artificial intelligence adopting dynamic changes
[46] Identify, evaluate and interpret | Secure cloud resources to | Limited key capability
identity-based CASB data integrity and
accessibility
Insider Threat [47] Anomaly detection framework for | Identifies insider threat by | Works on some patterns only
intrusion detection giving warning signals
[48] Uses concepts of psychology to | Real time system Requires insiders/employees’
analyze the anomalies technological behaviors

Table 4. Literature review to security measures from various security threats and attacks in cloud computing
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V1. Conclusion

Data security remains a major concern, as threats are often
discovered too late to be prevented. Despite all of the benefits
of cloud computing, its disruptive design, dynamic architecture,
and resource utilization pose a specific and severe risk to users
and CSPs. The majority of these attacks are the product of the
cloud provider's shared data computation and multiple access
problems. All stakeholders and actors must consider the risk
and take effective measures to mitigate it. To effectively
mitigate the risk, security must be built at every level of a cloud
computing platform, incorporating best practices and new
emerging technologies. Consumers, suppliers, brokers, carriers,
auditors, and everyone else in the cloud must take reasonable
risk mitigation steps to ensure that the cloud computing
infrastructure is truly safe. Otherwise, they will face significant
and even business-critical risks. As a result, the user should
have a wide range of security options to choose from, allowing
them to determine which security measures are best for their
data. According to a new study, the best security standards,
approaches, and strategies for improving cloud computing
security can be found here. It is important to continue this
research to apply best practices to a wider range of applications
and use cases.

Furthermore, research on the system development life cycle
(SDLC) for cloud users should be undertaken to incorporate
various models of development and technical advancement and
container systems such as dockers to enhance protection on a
fundamental level. Other studies have looked into the impact of
humans on defense, but their impact on security research is
minimal compared to technical factors. The complexities,
criteria, and implications of successful security training for
both customers and other providers will be the subject of our
future work.
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